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Field Intelligence

By Duncan Young

Multicore packet 
processors boost 
system and I/O 
performance

Multicore packet processor devices have 
found widespread use in commercial 
information processing and networking 
applications such as fi le servers, secure 
gateways, protocol offl oad engines, and 
so on. They are equally applicable to 
wider DoD and international defense 
infrastructure projects, but also offer 
great scope for innovation within deeply 
 embedded military systems. Packet pro-
cessors with typically 8 to 16 industry 
standard, general-purpose cores based 
on either Power Architecture or MIPS64 
(Cavium Networks) can run multiple 
independent or cooperative tasks on a 
single device. While many network-
oriented applications are available 
off-the-shelf, the wealth of tools and 
environments for these well established 
processing cores facilitates additional 
task development and integration for 
each new project requirement.

Typical fi le server application
A typical use for packet processors is to 
improve an existing installation’s service 
by, for example, replacing an off-the-
shelf fi le server’s NIC card. Such servers 
are often limited by I/O bandwidth and 
the computing power needed to service 
the many users and network connections. 
The processing functions for protocol 
stacks, payload encryption (for IPv6), 
and network services and security can 
all be offl oaded to a packet processor to 
restore the server host processor’s perfor-
mance and responsiveness.

SoCs increase computing density
Embedded military applications in small 
platforms such as land vehicles,  helicopters, 
combat aircraft, and Unmanned Aerial 
Vehicles (UAVs) are rarely as conveniently 
segmented as the commercial fi le server 
example. In addition to network perfor-
mance and security issues, these systems 
are required to resolve a complex set of 
real-time problems such as sensor and I/O 
processing, sensor fusion, target tracking, 
weapons direction, and platform manage-
ment while consuming the least possible 
space, weight, and power. To achieve the 
next levels of processing density, system 

designers are exploring new territory by 
using one or a number of the many recent 
types of System-on-Chip (SoC) multicore 
application accelerators. For example, 
the latest generation of high-performance 
Graphics Processor Units (GPUs) has large 
arrays of processing cores optimized for 
repetitive, multithreaded video and image 
processing. Similar in concept but intended 
for quite different tasks, packet  processors 
can be used to offl oad tasks such as I/O 
interfacing, complex  decision-making 
algorithm execution, system  security, or 
network management from a subsystem’s 
host processor.

As a result, packet processing devices 
primarily designed for high-volume, 
commercial applications are receiving 
increasing attention from embedded de-
signers. A device like Cavium Network’s 
OCTEON will typically incorporate 8 to 
16 independent MIPS64 processing cores, 
running at close to GHz clock rates with 
options for integrated protocol, compres-
sion, and encryption engines, plus support 
for fi le server and network security appli-
cations. The I/O is a mix of 1 GHz and 
10 GHz Ethernet ports plus PCI Express 
ports. Both of these interface types are 
commonly used by sensor equipment such 
as radar, sonar, and Electro-Optical (EO) 
to stream digital sensor video. Also like 
other SoC-based technologies, packet pro-
cessors require a host PC-based processor. 
A Linux SDK package, including ported 
OS and communications with the host, 
provides a platform for developing tasks 
for individual cores as well as the integra-
tion of off-the-shelf communication and 
network packages to provide the complete 
system alternative.

Packet processors provide 
network security 
Weapons platforms usually comprise a 
number of sensor and processing sub-
systems that communicate intensively 
with each other and externally with other 
platforms and networks. A packet proces-
sor can also be used as a secure gateway 
for the platform’s external communica-
tions to provide the perimeter defense 

needed to protect the onboard embedded 
subsystems. In addition to the common 
IP-related routing and Denial of Service 
(DoS) attacks, a packet processor has the 
performance to inspect the header and pay-
load of packets at wire speed to detect and 
prevent malicious code, viruses, or delib-
erate data obfuscation. This also applies 
to collecting statistical data on potentially 
abnormal network traffi c patterns.

For embedded systems, the OCTEON 
packet processor is available from 
GE Intelligent Platforms in open archi-
tecture formats such as PCI Express or 
AdvancedMC. The AdvancedMC format 
offers compatibility with the increasingly 
popular MicroTCA equipment practice 
for military applications. Meanwhile, the 
PCI Express format, depicted in Figure 1, 
is intended for use in benign ap plications 
or the development laboratory.

Meeting military needs
The packet processor is an example of how 
technology can be successfully adopted 
from other markets and used in innova-
tive ways for deployment in military 
embedded subsystems. However, because 
of the nature of military development 
projects, the technology must be sus-
tainable, with long-term commitments 
to roadmaps and support before it can 
be considered. Packet processors meet 
these criteria and have the performance 
and capability to step beyond their com-
munications roots and offl oad many other 
 critical tasks in embedded environments.

To learn more, e-mail Duncan at 
duncan_young1@sky.com. 

Figure 1 | The PCI Express format OCTEON-based 
packet processor
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During the past 10 years, the embedded 
market has undergone an SBC  evolution, 
migrating from a single processor to two 
processors, then to dual-core  process 
chips. More recently, the industry has 
seen the emergence of multicore System-
on-Chip (SoC) devices like the P4080 
from Freescale, which is available with 
eight processing cores. With all of these 
cores now at their disposal, system inte-
grators are confronted with the challenge 
of how to optimize all these cores in 
embedded computing applications. 

Saving system slots with 
multicore processors
One way to exploit these new micro-
processor designs is to save board slots 
by taking applications that today require 
two or more SBCs and moving them onto 
a single SBC. For example, with a dual-
core processor, a user can choose to treat 
the processor as two single-processor 
cores that share I/O and memory. Each 
individual core is then used to execute 
what would have otherwise been  handled 
by separate SBCs. This approach can 
often be realized with a minimum of 
 software code writing effort.

The benefits of SMP
Another option for taking advantage 
of multiple cores is to collapse the 
applications that would have otherwise 
been run on the two independent SBCs, 
then run them on the two  Freescale 8640 
cores in a Symmetric  Multiprocessing 
(SMP) mode. This method offers the 
benefit of increased application effi-
ciency, since the application can be 
run on either of the two cores at any 
time. This approach can require much 
more software coding than the former 
approach, because the system designer 
needs to ensure that the applications are 
aware that they are no longer running on 
a single processing core. 

Interest in SMP is likely to grow as the 
number of cores increases. This expected 
growth in popularity is because SMP 
enables the system designer to concen-
trate more on the application itself, rather 

than on how to split the application(s) 
across the multiple cores now available. 
SMP frees the designer from having to 
program each core individually. But, not 
surprisingly, there is no free lunch. In an 
SMP configuration, one of the cores must 
serve as the gatekeeper. As the number 
of cores (and tasks) increases, the more 
the gatekeeper core is required to do. The 
danger is that demands on the gatekeeper 
can result in performance decreases. In 
this case, “more” does not necessarily 
mean “better.” 

Implementing multicore devices
In all likelihood, most embedded  system 
designers will likely end up using a com-
bination of these two methods to address 
their application requirements. Figure 1,  
depicting four segments (a through d), 
presents examples of different con-
figurations and potential methods for 
implementing multicore devices. The 
examples consider an eight-processing-
core device.

Figure 1a illustrates the configuration 
discussed in the first method described, 
where all the cores are running under a 
single OS. This SBC configuration can be 
very effective if the applications do not 
require a lot of real-time processing. 

With the large number of available cores, 
one design approach is to split the cores 
and run two OSs, either the same or simi-
lar, across a designated group of the cores. 
Figure 1b depicts the assigned cores, four 
per OS. This approach is better at address-
ing real-time issues than the first example. 
It also offers the associated advantages 
of running two different OSs and appli-
cations. But depending on the OSs used, 
there might be restrictions on which data 
can be accessed by each of them.

Figure 1c illustrates a configuration that 
allocates a separate core for some specific  
applications. This approach is well 
suited for applications that are real-time 
sensitive. In this type of configuration, 
for example, the first four cores can be 
assigned the general-purpose applica-
tions, while Core 5 and Core 6 could be 
dedicated to network stacks, Core 7 could 
be handling a secure gateway  (encryption, 
decryption, and security protocols), and 
Core 8 could be responsible for high-
speed serial communications. 

Figure 1d shows yet another possible con-
figuration. In this case, the first two cores 
are used in SMP mode and handle all the 
housekeeping functions, such as I/O and 
so on. The remaining six cores are used 
as processing engines, perhaps running 
a DSP algorithm or some other parallel- 
processing scheme, using the multiple 
cores to increase processing power and 
reduce processing time.

Meeting the multicore challenge 
System integrators, given access to more 
and faster cores on a single processor, are 
just now realizing how best to optimize and 
harness all of the newly available process-
ing power. Multiple cores can have great 
benefits and provide impressive results 
when used properly. But the proper method 
for leveraging multiple cores in a given 
application might not be immediately obvi-
ous. Trial and error might be needed before 
the proper configuration is achieved. 

To learn more, e-mail Steve at  
Steve.Edwards@curtisswright.com. 

Mil Tech Insider
Getting the most out of 
multicore processors 

Figure 1 | Examples of different configurations 
and potential methods for implementing 
multicore devices.
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In military and aerospace industries, life spans for 
electronics, computing, and communication systems are 
long. Hence, these systems often far outlast the teams that 
develop the original design and implementation. So, the 
next generation of engineers tasked with maintaining and 
upgrading these systems is often left to sort through vast 
quantities of requirements documents, source code, test plans, 
log fi les, and other design artifacts. This is surely a mass of 
information diffi cult to organize and comprehend, even for the 
most talented organizations. However, requirements tracing 
tools are providing a remedy to this ongoing challenge.

When it comes to managing legacy systems, one option, of course, 
is to stay with the status quo. But the status quo typically amounts 
to many man hours spent manually slogging through the system’s 
legacy artifacts and hoping nothing important gets overlooked. A 
more effective approach is to connect these legacy artifacts to an 
automated requirements tracing tool, however, which can help 

show how legacy devices and systems are interconnected. There 
are four reasons why this second option of utilizing automated 
requirements tracing tools might make sense. 

The new normal: Requirements-driven process
First, using requirements tracing tools is consistent with a 
subtle but clear shift in the military and aerospace industry’s 
approach. Military contractors today are unlikely to obtain cus-
tomer or regulatory sign-off on a project if the contractor has 
merely practiced a minimal, after-the-fact approach to compli-
ance. The new goal is embracing standard requirements-driven 
processes that encourage more effi ciency, reuse, and integration 
at all project stages. 

One example of this shift is the DO-254 standard, formally 
 implemented as policy by the FAA in 2005. DO-254 covers 
complex electronic hardware for avionics systems, mandating 
requirements capture and tracking throughout the design and ver-
ifi cation process for devices such as FPGAs, PLDs, and ASICs. 

The bottom line is that in the years ahead, military and aero-
space customers will likely demand increasingly transparent 
and requirements-driven approaches to all technical projects. 
For now the focus is on new devices and systems, but it seems 
inevitable that soon enough, the same will be required of legacy 
technology. A requirements tracing tool can prepare the industry 
now for what is to come.

More control of component-level legacy issues 
Second, requirements tracing tools can deliver results today, 
particularly when it comes to managing issues with legacy com-
ponents. Consider the case of a company that builds electronic 
components for passenger aircraft. When a 15-year-old compo-
nent containing a circuit board with a simple PLD controlling 
the deployment of the evacuation slide needed to be updated, 
the company had to scramble because the original PLD was no 
longer available. Its efforts to procure and confi gure a new PLD 
would have been easier and less risky if it could have had clear 
visibility of the relationships of all the legacy documentation, 
especially the test cases mapping to the specifi c device require-
ments. A properly confi gured requirements tracing tool would 
have made such visibility possible. 

Help in handing off system-level projects
Third, such tools can manage legacy issues at the system level, 
as well. Consider another example, this one concerning an engi-
neering team working on virtual prototypes for key performance 
aspects of a new missile system. The team has generated vast 
numbers of SysML or UML fi les, and then uses these fi les to 
build software-based simulation models to help understand if the 
missile will fl y well in an expected set of conditions (air pressure, 
thrust, and so on).

Legacy Software Migration

Requirements tracing tools 
can manage legacy systems, too 

By Pete Decher
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These simulation models, virtual prototypes that can be shared 
with customers, can become legacy artifacts of their own. This 
is especially true for large, long-lived platform projects that 
 typically involve developing multiple product variants over the 
life of the platform. Again, a requirements tracing tool is key in 
alleviating any future difficulties.

Data adds transparency:  
A relief to risk-averse cultures
At one firm, a technical manager on the maintenance side of a 
bifurcated engineering division mentioned that his group should 
not even accept projects from the new product development team 
unless all the relevant documentation, test files, and code are 
loaded in a requirements tracing tool.  

How hard this technical manager pushes for requirements tracing 
tool adoption depends on the culture of his employer. In general, 
change is slow in the military and aerospace sectors, which are 
relatively top down and risk averse. So … the fourth and  possibly 
most important benefit to utilizing requirements tracing tools is 
this: Properly connected to project data, such requirements trac-
ing tools, including Mentor Graphics’ ReqTracer, for example, 
can be used as real-time project dashboards. These tools enable 
all project stakeholders to better understand dependencies among 
system artifacts – and the risks involved in making needed 
changes and upgrades.

Ultimately, manual processes mean more risk
In short, yes, it is always challenging to propose adopting a new 
tool. But the bigger potential time and resource sink is the effort 

and associated risk of trying to manually trace documentation 
and design artifacts written by long-retired colleagues.

Pete Decher is the program manager for requirements 
tools in the Design Creation and Synthesis Division 
at Mentor Graphics. He has more than 30 years of experience 
in EDA and electronic system design and test. Pete holds  
a B.S. in Electrical Engineering from Georgia Tech and an 
M.S.E.E. from Stanford University. He can be contacted  
at pete_decher@mentor.com.

“   The bottom line is that in 

the years ahead, military and 

aerospace customers will likely 

demand increasingly transparent 

and requirements-driven 

approaches to all technical  

projects.     ”
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Daily Briefing:  News Snippets

New RTOS and tool chain tell 
Joint Strike Missile what to do
Hardware is 100 percent dormant without software giving it life 
and direction. That goes for all mil-embedded systems, includ-
ing the Joint Strike Missile (JSM) presently in development for 
Lockheed Martin’s F-35 Joint Strike Fighter (Figure 1). JSM is 
headed by Norway-based prime Kongsberg Defence Systems, 
which recently chose Green Hills Software’s INTEGRITY 
RTOS, along with GH’s Probe networking middleware and 
debugger and MULTI integrated development environment, for 
the program. The triad of wares is slated for utilization as JSM’s 
planning, safety launch, and telemetric software. Specifi cally, 
INTEGRITY will power several Freescale Power Architecture 
processor-based multicore computers within JSM; meanwhile, 
JSM is to be mounted internally or externally to the F-35’s bomb 
bay. Incarnated for the Royal Norwegian Air Force, JSM will 
work in naval fi re support missions and anti-surface warfare over 
land and sea.

Raytheon to keep PATRIOT on course
The venerable PATRIOT [Phased Array Tracking Intercept 
of Target] missile system needs no introduction these days – 
but it does still need some engineering services, per a recent 
contract between Raytheon Company and the U.S. Army. The  
$105 million cost-plus-fixed-fee contract stipulates that 
 Raytheon provides a precise 907,043 man-hours of engineering 
services. The PATRIOT (see Figure 2) contract is anticipated 
to run through January 31, 2014, and work takes place at 
 Tewksbury, Andover, and Burlington, Massachusetts, in addi-
tion to  Huntsville, Alabama and El Paso, Texas. The contracting 
activity is the Aviation & Missile Command Contracting Center 
in Huntsville, Alabama.

Navy’s C2 and C4ISR to work 
better together  
Long on nomenclature, Command, Control, Communications, 
Computer, Intelligence, Surveillance, and Reconnaissance 
(C4ISR) systems are paramount to winning any military con-
fl ict. Case in point: a recent $73 million contract between the 
U.S. Navy and Eagan, McAllister Associates, Inc., wherein 
the latter provides the former with tactical Command and 
 Control (C2) integration services for C4ISR systems. Apparently 
a high-value proposition, the IDIQ contract’s options could boost 
the contract’s cumulative total to $533 million. Work completion 
is anticipated by April 2011 – or April 2013 if all options are 
 executed, with Charleston, South Carolina as the primary contract 
fulfi llment locale. Work will also be performed at the company’s 
Norfolk, Virginia and Lexington Park, Maryland locations. The 
contracting activity is the Space and Naval  Warfare Systems 
Center Atlantic, also situated in Charleston, South Carolina.

Figure 2 | MIM-104 PATRIOT surface-to-air missile system, U.S. Air Force photo 
by Staff Sgt. Robert Barney

Figure 1 | An F-35 Lightning II Joint Strike Fighter test aircraft fl ies over 
Eglin Air Force Base in Florida: the future home of the JSF training facility. 
U.S. Air Force photo by Senior Airman Julianne Showalter

U.S. Special Ops makes something 
known  
While many things are unknown about the inner workings of 
U.S. Special Operations Command, one thing that is known is 
its recent penning of a now-not-to-exceed $464 million contract 
modifi cation with Harris Co. The new ceiling provided for the 
originally $422 million, 10-year IDIQ contract grants Harris a 
fi ve-year base timeframe plus a fi ve-year option in sustaining 
and procuring enhanced-capability special ops high-frequency 
manpack radio systems. The contract’s work continues in 
Rochester, New York; meanwhile, the contract is slated for 
 completion on April 30, 2012, or April 30, 2017 if the second 
fi ve-year option is activated. 
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USAF gets more secure – 9 times over 
Clearly, security is a major concern for the DoD these days. 
The evidence: The recent origination (and all in one day) of 
nine separate Information Assurance (IA) contracts between 
the United States Air Force and Booz Allen & Hamilton, Inc.:  
1) a $24 million contract to arm combat-ready forces with secure 
cyber operations; 2) another $24 million to render IA recom-
mendations to the Systems Center Atlantic, with Offutt Air Force 
Base, Nebraska as the contracting activity; 3) a $23 million con-
tract to increase IA for U.S. Space Command’s cyber activities;  
4) $19 million to insert IA into present-day command and 
control systems and networks; 5) $19 million for IA technical 
analysis for future and emerging satellite comms systems and 
also secure comms to warfighters in the field; 6) $15 million  
for secure,  high-rel networks for Air Combat Command;  
7) $14 million for IA for comms systems on the ground and in the  
sky; 8) $14 million for IA capabilities to enhance secure informa-
tion’s availability and interoperability; and, finally, 9) $8 million  
to develop network defense and cyber security for Air Force infor- 
mation systems (Figure 5).

Abrams tank gets an overhaul
Though the Abrams tank is easily recognized by its external 
appearance, it’s indeed what’s inside that counts more – at least 
as far as a recent contract between the U.S. Army and  Honeywell 
International, Inc. is concerned. The $93 million firm-fixed-
price contract is for the Total Integrated Engine Revitalization 
program’s year 5, which specifies that Honeywell proffers sup-
port and parts for overhauling 1,500 engines or equivalents in 
addition to 1,000 automotive gas turbines for Abrams tanks and 
Abrams derivatives (Figure 4), as well as Army stock spares. The 
majority of the contract will be completed in Phoenix, Arizona, 
with work also transpiring in Rocky Mount, North Carolina; 
Greer, South Carolina; and Anniston, Alabama. The anticipated 
contract completion date is December 31, 2011.

Troops get no interference from 
mini actuator 
Keeping a military submarine’s or ship’s navigation systems 
interference-free is paramount to mission success and troop 
safety. Accordingly, a recent Phase I Small Business  Innovation 
Research (SBIR) contract between the U.S. Navy and New 
Scale Technologies, Inc. for a non-inductive rotary actuator 
system illustrates this philosophy. The contract stipulates that 
New Scale Technologies provides its tiny 1"-cubed closed-loop 
actuator system to execute flight control surface movement 
within mini precision-guided munitions. And because it’s non-
magnetic, the actuator can be positioned close to larger naviga-
tion systems utilizing the Earth’s magnetic field to gather roll 
rate and orientation information. The small-sized actuator com-
prises control electronics such as a microprocessor, position 
sensor, and drive ICs, in addition to several piezoelectric micro 
motors. The piezoelectric motors serve to rotate a shaft, without 
mechanical linkages or gears, at 300 degrees per second with  
0.2 N-m torque.

Figure 4 | An M1 Abrams tank, U.S. Army photo by Corporal Lee Sang-Jun

For consideration in Daily Briefings, submit your 
press releases at http://submit.opensystemsmedia.com. 
Submission does not guarantee inclusion. Figure 5 | The USAF is beefing up its cyber security per nine recent contracts 

with Booz Allen & Hamilton. U.S. Air Force photo by Captain Carrie Kessler

Linux steers U.S. Navy ships  
Open architectures are making waves when compared against 
old-school proprietary wares. And Global Technical Systems 
(GTS) recently choosing SteelEye Technology Inc.’s Linux-
based software to climb aboard U.S. Navy vessels exempli-
fies this trend (Figure 3). Specifically, SteelEye Technology 
will provide its SteelEye Protection Suite for Linux Multi-Site 
 Cluster Edition (SLMSCE) software to GTS, which heads the 
U.S. Navy’s Common Processing (CPS) program in partnership 
with Northrop Grumman. CPS renders a processing  system 
as part of the Navy’s anticipated Open Architecture (OA)  
initiative for its combat systems. CPS is slated for development 
centering around commercial software and hardware, including 
I/O  interfaces, memory, data storage, and computer process-
ing in support of software apps tucked inside combat systems 
powered by Red Hat Linux. The goal: to assure that the entire 
Navy fleet’s host software applications are continuously avail-
able. Key to the equation are SLMSCE’s cascading multiple 
node failover capabilities and multi-site cluster configurations, 
which will enable it to safeguard the Navy’s IBM BladeCenter 
BCHT infrastructure amidst unplanned and planned network 
downtime.

Figure 3 | The USS Dwight D. Eisenhower (CVN 69) Nimitz-class aircraft 
carrier and the USS Farragut (DDG 99) guided-missile destroyer – both part of 
the Eisenhower Carrier Strike Group – pull along both sides of the USNS Supply 
(T-AOE 6) Military Sealift Command fast combat support ship. U.S. Navy photo  
by Naval Air Crewman 3rd Class Ruben N. Coss
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Red-black separation
Communications devices that process 
classifi ed data are typically architected 
with a standard red-black separation in 
which a red-side processor is responsi-
ble for cryptographic functions, and the 
black-side processor is responsible for 
communication stacks and drivers. On 
egress, classifi ed information originated 
in the red side is encrypted and sent over 
some interconnect to the black side for 
transmission. On ingress, information 
received by black-side drivers is passed 
across the interconnect for decryption 
and any other red-side processing, such 
as guards and authentication. This gen-
eral architecture is shown in Figure 1.

Note that the logical red-side crypto 
 component may include an attached 
 special-purpose hardware device, such 
as an FPGA, for cryptographic algorithm 
execution, key storage, and physical 
redundancy. 

Any software running within the crypto-
graphic boundary falls under the intense 
scrutiny of the National Security Agency 
(NSA) during Type-1 certifi cation. This 

naturally imposes a strict assurance 
demand and complexity limit upon the 
red-side software.

Software-Defi ned Radio
Now let’s take a look at the red-black 
architecture in more detail, using the 
example of a Software-Defi ned Radio 
(SDR). More specifi cally, let’s  consider 
devices that employ the Software 
 Communications Architecture (SCA), an 
open framework used to develop SDRs. 
The SCA provides standardized APIs for 
managing waveforms and other radio-
relevant resources. The SCA lives on top 
of an SCA-compliant operating system. In 
an SDR, the SCA may be used in both the 
red and black sides. The black side will 
typically include components required to 
manage radio communications, including 
the waveforms themselves. Therefore, a 
Real-Time Operating System (RTOS) is 
often essential. 

The red side may use less of the 
SCA’s functionality. At a minimum, 
 SCA-standardized message passing and 
component management functions would 
be included. Of critical note, however, 

is the role of the red side in managing 
 plaintext. Human-Computer Interface 
(HCI) components, such as keyboard 
drivers, voice codecs, and touch-screen 
management software, will be included 
in the red-side processing. For example, 
a handheld radio operator may speak 
voice data that must be collected by the 
red side for cryptographic processing 
before it can be sent across to the black 
side for transmission. 

As with any Type-1 communications 
device, minimizing the certification-
relevant software content in the red side is 
a strategic goal of both SDR developers as 
well as the certifying agency. Because of 
its real-time and security-critical require-
ments, a trusted RTOS is a natural fi t. An 
example architecture showing the major 
red- and black-side SDR components is 
shown in Figure 2.

Enter Android
While an analog voice radio has a 
 relatively simple HCI, smartphones and 
multipurpose digital voice/data radios 
are but two examples of devices that may 
incorporate a far more sophisticated HCI. 

Bringing Android to 
military communications devices
By David Kleidermacher

With the advent of multicore and hypervisor-enabled mobile SoCs, military mobile devices such as Type-1 PDAs and 
Software-Defi ned Radio (SDR) can now keep pace with the latest commercial mobile software initiatives such as 
Google Android while reducing costs and meeting the most stringent security requirements. In addition to the hardware 
advances, this goal is made possible with software technologies and architectures that include a layered approach to 
virtualization using a Multiple Independent Levels of Security (MILS) separation kernel and its high-assurance 
partitioning policies.
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Android has quickly become one of the 
most popular HCI frameworks used in 
consumer electronics. Android, however, 
is built upon Linux, a monolithic oper-
ating system that does not meet high-
assurance certification requirements and 
is not appropriate for low-latency, hard 
real-time tasks. 

To incorporate Android into the red-side 
HCI of military communications devices 
without bringing its entire multimillion-
line source code base into the crypto-
graphic boundary, an obvious choice 
is to incorporate a second applications 
 processor dedicated to Android. Adding 
a second processor, however, increases 
footprint, power, production cost, and 
system complexity. This is especially 
problematic in resource-constrained 
devices, such as battery-powered radios. 

When they have been incorporated using 
secondary red-side processors, general-
purpose operating systems are typically 
only used for unclassified communica-
tions. Classified communications require 

custom HCI interfaces to achieve high 
assurance of the integrity and availability 
of sensitive data and commands. 

The Holy Grail, of course, is to incor-
porate Android into the original red 
processor without sacrificing real-time 
performance, jeopardizing security, or 
increasing certification overhead. Fur- 
ther more, we want to use Android for  
classified as well as unclassified interfaces,  
enabling the warfighter to fully realize the 
rich productivity benefits of Android. This 
goal is made possible using a specialized 
form of system virtualization, called 
Multiple Independent Levels of Security 
(MILS) virtualization. MILS virtualiza-
tion requires a MILS separation kernel.

MILS separation kernel
MILS is a security architecture based 
on the concepts of high-assurance com-
ponents and the strict isolation and con-
trolled information flow between those 
components. At the lowest level, MILS 
policies are enforced by a separation 
 kernel, a specialized RTOS designed 

Figure 2 | Example SDR red-black architecture

Figure 1 | Communications device red-black architecture
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to meet the highest levels of assurance 
while providing a powerful environment 
for hosting both general-purpose and 
security-critical applications. 

Assessment of software-security assur-
ance is performed using the international 
standard for information technology 
security product evaluation: Common 
Criteria (ISO/IEC 15408). Common 
Criteria Evaluated Assurance Levels 
(EAL) range from 1 to 7. Most general-
purpose products, such as Windows, 
Linux, VMware, Web servers, fi rewalls, 

and so on are certifi ed to level 4 or lower. 
Level 6+ corresponds to high assur-
ance. In 2008, Green Hills Software’s 
 INTEGRITY separation kernel became 
the fi rst software technology to achieve 
a high-assurance Common Criteria 
certifi cation. Assurance must-haves at 
this level include numerous rigorous 
development process controls, formal 
mathematical proof of security policy, 
and NSA penetration testing with full 
access to source code. The same RTOS 
tech nology is widely used in NSA Type-1 
certifi ed communications devices. 

EAL6+ represents the U.S.  government’s 
mapping of “high robustness” to the 
 Common Criteria. High robustness is 
the level of security recommended when 
a communications device is  managing 
high-value information in a high-threat 
environment. If either the informa-
tion value or the threat environment is 
low, then a medium robustness (EAL 4) 
 solution may be suffi cient. 

MILS virtualization
As described earlier, the power of a 
MILS separation kernel lies in its ability 
to enable coexistence of security-critical 
applications with general-purpose appli-
cations. In some cases, these general-
purpose subsystems are full “guest” 
operating systems, running in a virtual 
machine under control of the MILS 
separation kernel. Unlike traditional 
hypervisors, the separation kernel can host 
native applications as well as guests. The 
separation kernel’s strict resource sched-
uling and protection mechanisms ensure 
that the virtual machine and its constitu-
ent applications are unable to impact the 
execution of critical applications.

The separation kernel is the only software 
that runs in the processor’s most privi-
leged mode. The mechanism of system 
virtualization depends on the processor’s 
specifi c hardware capabilities. Increas-
ingly, modern embedded processors are 
incorporating hardware  virtualization 
acceleration, which enables virtual 
machine management to be as simple and 
effi cient as possible. 

The separation kernel can provide a 
strictly controlled Interprocess Commu-
nication (IPC) path between the Android 
HCI and other red-side applications as 
needed. For example, Internet Protocol 
data originating from the Android net-
work subsystem can be transmitted over 
the IPC pipe to the crypto subsystem for 
encryption and transmission. Application 
of the MILS virtualization concept to the 
SDR example is shown in Figure 3. 

The difficulty of using Android for 
 managing classified communications, 
however, remains. For example, con-
sider the warfi ghter using an Android 
touch-screen widget to enter the sensitive 
 command, “Zeroize all cryptographic keys 
now.” Mission success may depend on the 
command information passing  correctly 
through Android to the crypto component. 
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Yet the low assurance of Android makes it 
impossible to make the necessary integ-
rity and availability guarantees. 

Again, MILS virtualization provides 
a solution. In the MILS virtualization 
 architecture, the physical graphics device 
is controlled exclusively by a trusted 
application running on the MILS sepa-
ration kernel; Android has access only 
to virtualized devices. Thus, when a 
command is entered through Android 
and across the virtualized interface, a 
trusted application can check the com-
mand. The command is only committed 
if the warfighter is satisfied that Android 
has faithfully transmitted his/her intent. 
This verification stage provides a MILS-
enforced trusted path from warfighter to 
high-assurance components; Android is 
completely out of the loop.

Multi-domain MILS virtualization
Some military communications devices, 
such as radios, smartphones, and network 
interface cards, must manage information 

at varying classification levels. Default  
policy requires that information at 
 different levels be kept physically isolated. 
Typically, this is accomplished in one of 
two ways. One method is to require a 
cold restart, in which writable hardware 
resources are zeroized, to safely switch 
the device between security  levels. This 
approach is not only unfriendly to users, 
but the reboot could delay communica-
tions and impact mission effectiveness. 
The second approach is to incorporate 
a discrete red-side processor for each 
security level and only require a secure 
switch of the human interface devices (for 
example, a display or keyboard). Once 
again, the extra processing elements will 
increase the footprint, production cost, 
and system complexity of the device. 

MILS virtualization solves the multi-
domain problem as well. Separate instances 
of any required subsystems, including vir-
tual machines and SCA frameworks, can 
be strictly isolated and scheduled by the 
MILS separation kernel. In addition, the 

separation kernel’s ability to host native 
applications can solve the shared human 
interface device problem: A trusted Multi-
Level Secure (MLS) HCI application can 
run directly on the separation kernel, 
multiplexing multidomain I/O based on 
user-derived focus input captured directly 
by the MLS component. The multi- 
domain MILS virtualization architecture 
for an SDR is shown in Figure 4.

While the architectures described in 
 figures 3 and 4 can be implemented 
using a single-core processor, the advent 
of multicore embedded processors can 
make them more practical. As shown by 
these examples, the sophisticated red- 
side  processing includes numerous 
 components, many of which can execute 
concurrently on multiple cores, under 
supervision of a multicore-aware separa-
tion kernel. This extra horsepower enables 
good performance for virtual machines 
while ensuring real-time behavior for 
critical applications.

Military ‘Droid
The rich functionality of the latest  
multimedia software packages, such as 
Android, can now be incorporated into 
even the most demanding real-time, secure 
military communications devices with- 
out increasing hardware footprint, cost, or 
certification burden. The key innovation 
is MILS virtualization, which exploits the 
resource management capabilities, native 
applications environment, and assurance 
pedigree of a trusted separation kernel 
and modern hypervisor techniques to 
effectively consolidate general-purpose 
and critical subsystems.    

David Kleidermacher 
is Chief Technology 
Officer at Green Hills 
Software, where he 
is responsible for 
technology strategy, 
platform planning, 
solutions design, 

and technical evangelism. He is a lead-
ing authority in systems software and 
security, including secure operating 
systems and virtualization technology. 
David earned his Bachelor of Science in 
 Computer Science from Cornell Univer-
sity and is an active writer and speaker 
on technology subjects. He has been 
with Green Hills Software since 1991. 
He can be contacted at davek@ghs.com.

Green Hills Software, Inc.
805-965-6044
www.ghs.com

Figure 4 | Multidomain MILS virtualization

Figure 3 | MILS virtualization SDR architecture
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Cryptography – which includes code creation, analysis, and 
breaking – has been one of the most important drivers of  computing 
technology for more than six decades. In fact, the development 
of modern computers owes much to cryptography research 
performed during and immediately after World War II, by 
computing pioneers such as Alan Turing and Claude Shannon.

In the modern era of ubiquitous wired and wireless communica-
tions, cryptography research is once again leading to dramatic 
advances in computing. As more of our personal, commercial, 
military, and national security data are transmitted and  managed 
online, opportunities for mischief have become increasingly 
available, and stronger methods of encryption are therefore 
critical. Research into improved encryption requires analyzing 
and auditing systems in widespread use today, and systems of 
the future.

The following discussion focuses on how cryptographic 
 algorithms, and code cracking in particular, can be acceler-
ated using clusters of widely available Field Programmable 
Gate Arrays (FPGAs). We fi rst explain the challenges behind 
cryptographic computing, then present a case study on how 
FPGA-accelerated methods can speed the decryption of widely 
used data security methods including DES, WPA, WEP, and GSM 
and we compare the FPGA-based approach to more traditional, 
software-oriented methods. And fi nally, we demonstrate that a 
cluster of commodity FPGAs, contained in a single 4U chassis 
and consuming less than 1,400 W, provides the computational 
equivalent of more than 1,000 dual-core processors. 

White hats versus black hats
Code cracking is a controversial activity, with signifi cant legal 
perils for those who pursue it to access otherwise off-limits 

Accelerating cryptography with FPGA clusters
By David Hulton and David Pellerin

There is a quiet, international battle underway, a battle that impacts every data consumer and producer. On one side of this 
battle are the cryptographers who work to protect our national security and the privacy of our personal information through 
increasingly strong methods of encryption, and through penetration testing. On the other side are the hackers, criminals, 
and unfriendly governments who use increasingly sophisticated code cracking methods to access seemingly secure data. The 
weapons in this war include increasingly sophisticated, massively parallel computers that are built using FPGA devices. 
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information. Likewise, there are significant risks of financial loss 
or sensitive data breaches for those who are the targets of such 
intrusions. All digital data users have cause to be worried if the 
systems they rely on are vulnerable to unauthorized access. For 
this reason, many organizations and governments make use of 
cryptography experts for security auditing. These professional 
hackers engage in legitimate attempts to break into systems, with 
permission of their owners, testing commercial and public data 
network security.

When auditing a presumably secure system, a “white hat” hacker 
will deploy much the same software algorithms and hardware as 
their “black hat” counterparts. This activity, which is referred to 
as penetration testing, is aimed at finding and reporting vulner-
abilities in the data security strategy. Are inadequate or obsolete 
encryption methods being used? Are weak passwords commonly 
chosen by system users? Are there operating system or application- 
layer vulnerabilities? 

Another legitimate reason for such cracking is to recover lost and 
forgotten passwords. Data locked up and unavailable because of 
password mistakes results in enormous amounts of lost produc-
tivity each year. Confidential documents and entire databases 
can be rendered useless, even to their rightful owners. Password 
recovery software tools based on black hat cracking methods are 
therefore used daily in government, industry, and academia to 
regain access to critical data.

The challenge of cryptographic computing
The algorithms that form the basis for these security cracking 
and password recovery tools require large amounts of comput-
ing power and can require very long runtimes to complete. In 
fact, while widely available software tools running on a single 
 computer can crack a dictionary-based password in minutes, 
recovering a relatively strong password might require years of 
iterative computations.

In recent years, computer clusters have been augmented by the 
addition of GPU and FPGA accelerators. These devices, by  virtue 
of their parallel structures, can provide substantial acceleration 
for many computer-intensive algorithms including  password 
recovery.

Because of their roots in graphics processing for standard,  
off-the-shelf computer systems, GPUs are well known to most 
programmers. However, although they can provide a significant 
performance boost for code cracking algorithms[1], GPUs are 
not well optimized for this application. In particular, bitwise 
encryption algorithms such as the Digital Encryption Standard 
(DES) and SAFER (as used in Bluetooth) do not lend themselves 
to efficient implementations on either CPUs or GPUs. GPUs also 
need large amounts of power relative to the computations being 
performed. GPUs provide a high level of acceleration, but at a 
significant cost in power consumption. Instead, FPGAs offer a 
viable alternative.
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Case study: 
FPGAs for high-performance password cracking
To demonstrate how FPGAs can address the need for 
faster  password recovery, we selected a representative set of 
password-cracking problems and deployed highly parallel 
recovery algorithms on FPGA clusters similar to the one shown 
in Figure 1. 

The systems used in this demonstration included a Pico SC3 
cluster containing 77 Xilinx Virtex-5 FPGA devices, an SC4 
cluster containing as many as 176 Spartan-3 FPGAs, and an 
SC5 cluster containing 72 larger-capacity Spartan-6 FPGAs. 
In all cases, these clusters were housed in a single 4U chassis 
drawing under 1,400 W. Using FPGA hardware design methods 
and tools, we successfully deployed recovery algorithms for the 
following encryption methods:

FileVault 
FileVault is based on the Advanced Encryption Standard (AES) 
and provides an encrypted fi le system for the Apple Macintosh 
operating system. Recovering FileVault passwords requires hash-
ing a possible password with the SHA-1 hash function thousands 
of times. This derivation method, known as a Password-Based 
Key Derivation Function, or PBKDF2, is used iteratively in an 
attempt to decrypt the FileVault image. Using the 72-FPGA SC5 
cluster, we were able to speed the FileVault key recovery appli-
cation by a factor of 498 times when compared to the original 
software implementation running on an Intel Core i7 processor 
at 2.93 GHz. The result was a reduction in runtime from 21 hours 
to just 2.5 minutes (see Figure 2). 

Wi-Fi Protected Access (WPA) 
WPA is used to secure wireless networks and is implemented via 
a temporal key integrity protocol. WPA and WPA2 are intended 
to replace the previous-generation Wired Equivalent Privacy 
(WEP) protocol. WPA recovery is characterized by performing 
a PBKDF2 SHA-1 algorithm to the candidate passwords for the 
network and then comparing authentication hashes to determine 
if the password is correct. When run on our FPGA-based cluster, 
this algorithm showed acceleration of 498 times as compared to 
the Intel Core i7 processor software runtimes. 

WEP 

WEP[2] (or Wired Equivalent Privacy, as mentioned  previously) 
was fi rst introduced in 1997, and is still commonly used in 
homes and businesses to protect wireless access points from 
intrusion. WEP is signifi cantly less secure than WPA; hence 
for organizations requiring high levels of security, including 
government and military, WEP is now being replaced by WPA 
and other more secure systems. Breaking WEP involves trying 
every possible key formed from a pseudo-random stream of bits 
that has been combined (using an exclusive-OR operation) with 
known plaintext and checksums present in each WEP packet. 
Statistical approaches can speed up this attack by reducing the 
size of the key space and the corresponding number of keys to 
be tested. When cracking WEP, we brought the time needed 
for  brute-forcing the entire 40-bit keyspace from an estimated 
42 days on the IntelCore i7 processor down to just 4.7 minutes 
on our FPGA cluster. This performance comes from generating 
3.8 billion keys per second in the FPGA cluster, representing 
an astonishing 12,933x increase in performance as illustrated 
in Figure 3. 

The vulnerability of digital walls
FPGA-based methods can be used to crack many data encryption 
schemes that once appeared to be strong. Using a single FPGA 
cluster equipped with 176 FPGA devices, we recently achieved 
the highest-known benchmark speeds for 56-bit DES decryption 

Figure 2 | FileVault cracking is accelerated 498x over the CPU, using an 
FPGA cluster
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Figure 1 | FPGA cluster populated with Xilinx Spartan FPGAs

Figure 3 | WEP cracking is accelerated 12,933x over the CPU, using an 
FPGA cluster
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using a single, FPGA-accelerated 4U server, with throughput 
exceeding 280 billion keys per second. 

The parallel DES cracking algorithm in this demonstration used 
brute-force methods to analyze the entire DES 56-bit keyspace, 
iteratively decrypting fi xed-size blocks of data to fi nd keys that 
decrypted some portion of the data into sequences of ASCII 
numbers. This technique is often used for recovering the keys 
of encrypted fi les containing known types of data, for example 
encrypted documents that include fi nancial or military informa-
tion. DES cracking software running on current-generation CPU 
cores can process approximately 16 million DES key operations 
per second. A modern GPU card such as the NVIDIA Tesla can 
handle more than 10x that number, or approximately 250 million 
DES operations per second.

When using an FPGA cluster based on a single, off-the-shelf 
motherboard, however, each FPGA was able to perform 
1.6 billion DES operations per second. This means that a key 
recovery that would take years to perform on a PC, even with 
GPU acceleration, could be accomplished in less than three days 
on a 4U FPGA cluster. As additional FPGAs are deployed in 
ever-larger clusters, the time required to decrypt data decreases 
in a near-linear manner.

Although DES is now considered obsolete because of its 
 demonstrated vulnerability to attack, there are other  encryption 
methods in common use today that are also at risk. Consider 
Global System for Mobile Communications (GSM), a standard 
that carries the overwhelming majority of cellular phone calls 
worldwide. At the Chaos Communication Congress held in  Berlin 
in December of 2009, cryptographic researcher Karsten Nohl 
announced that his team, a group of hackers working collabora-
tively to create a distributed computing cluster, had cracked GSM 
encryption by creating an enormous, 2 TB “rainbow table” of 
hash values[3]. In simplistic terms, the rainbow table provides a 
cracking program with a reverse-lookup scheme that can quickly 
decrypt the wireless voice data.

During his talk, Nohl stated that a person or group wanting to 
eavesdrop on GSM calls would currently need to spend around 
$100,000 on hardware to crack an A5/1 encrypted call in one sec-
ond or less. This research illustrates the importance of security 
auditing to expose and correct vulnerabilities in widely used data 
security standards. FPGA accelerators can play an important role 
in such auditing.

Cracking the code faster, thanks to FPGAs
“Black hat” and “white hat” hackers alike have discovered the 
power of FPGA computing for cryptography. As in the  earliest 
years of computing, researchers in other application domains 
including such diverse areas as genomics, physics, and fi nance are 
also realizing the benefi ts of FPGA-based parallel platforms. 

The most computationally intensive parts of code cracking and 
key recovery algorithms are relatively simple operations that 
must be performed iteratively, and that can be parallelized for 
high performance. When deployed on FPGAs, these algorithms 
can use available FPGA resources with extreme effi ciency 
because of the simple nature of the tasks being performed. 
Not all software algorithms fi t so neatly into FPGA clusters, 
but many complex computing problems can be attacked in the 
same way.    
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As “Cyber Security Awareness” becomes 
a top White House priority in 2010, it is 
becoming apparent that most of today’s 
awareness efforts are focused on Internet 
systems. Very little outreach focuses on 
the security vulnerabilities of embedded 
systems, unless such a security breach 
makes the news. 

The number one vulnerability source in 
embedded processors is the initial boot 
phase of the device. This is an assertion 
made by the author, but the truth of this 
statement can be independently assessed 
through a search of academic papers 
on embedded security, discussions at 
security conferences, and feedback 
from equipment manufacturers who can 
attest to the ways in which their prod-
ucts are tampered with and cloned in the 
marketplace.

The volume of these published and 
un published security incidents in the 
past few years has driven the software 
 industry to focus on the security of micro-
processors’ and embedded processors’ 
boot process. The reason for the analysis 

presented herein is straightforward: By 
assessing how much security is really 
designed into the system with any secure 
boot solution, designers can make a more 
informed decision on how much actual 
end-system security they are getting for 
their R&D and procurement dollars.

What are you protecting – 
and how? 
Two key questions should be posed by the 
architect responsible for system security 
(Figure 1). The fi rst question in assessing 
the level of security in secure boot tech-
nology is whether the capability is actually 
preventing the exposure of the boot code 

and software IP of the embedded device or 
system. Can the most sophisticated antag-
onists who have access to a boot device 
or process access the code, then use it for 
reverse-engineering purposes?

If so, the hacker will then have all the 
information needed to clone the system, 
insert malware, develop countermeasures, 
or utilize other methods of disabling 
the system based on a vulnerability 
or fl aw. Secure boot technology that does 
not protect the code itself offers no real 
 security against the most determined 
attackers, and might reveal critical intel-
lectual property.

Raising the bar for security needs: 
What does “secure boot” really mean?
By J. Ryan Kenny

Embedded boot code security is an important area of vulnerability analysis being investigated by technology providers. 
After adding a digital signature or authentication step, however, marketing immediately labels the solution “secure boot.” 
It is time to examine what “secure boot” really means, and how to grade secure boot technologies against the security risks 
in end systems. Key considerations include what is being protected and how, secure boot capabilities available, matching 
requirements to capabilities and claims, and open standards efforts.
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Figure 1 | Two key questions for secure boot requirements

Questions to analyze secure boot requirements:

1. Do you need to protect boot code IP itself?

2. What is the threat being addressed by secure boot?
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The next question to ask about secure 
boot technology is: Which kinds of 
threats does it address? This question 
is a little bit more complicated. Some 
secure boot technologies aim to prevent 
the  substitution of altered boot code 
(“unauthorized replacement”), which 
might introduce malware or security 
backdoors into a processor once it is 
initialized. Other capabilities attempt to 
limit changeable boot parameters such 
as multi-stage boot code sourcing in the 
device as it loads, so that an antagonist 
cannot interrupt the boot process and 
substitute false commands or security 
backdoors into the device setup.

Secure boot capabilities
A variety of methodologies are imple-
mented today as secure boot tech- 
nologies. This includes digitally signed 
binaries, secure and trusted boot loaders, 
boot file encryption, and security micro-
processors. 

Digitally signed boot files provide an 
important first step in preventing some 
of the most widespread boot-loading 
attacks tracked on the Internet. While 
some manufacturers call this capability 
“secure boot” because of its increased 
resistance to repetitive attacks, it is still 
susceptible to attacks in the verification 
procedure if the verifying module is not 
integrated into the embedded processor. 
In addition, this kind of secure boot does 
not address the protection of proprietary 
and sensitive information embedded in 
the boot file itself.

Improving the trust and security  levels 
of boot loaders is also an important 
step in industry security and awareness. 
 Proving the security or trust level of 
the boot loader is itself a multi-variable 
problem that depends a great deal on the 
complexity of the boot process. When 
loading boot code over a network, for 
example, the security and trust of the 
boot loader are likely only as secure 
as the network itself. Securing a large 
multi-party network is a far larger prob-
lem than the secure boot of an  embedded 
processor. This is a security factor in  
systems that are enabled to receive 
remote firmware updates.

Boot file encryption/decryption and 
dedicated security microprocessors are 
relatively recent design features of secure 
embedded processors. They offer silicon 
circuit embedded capabilities to protect 
operating code and manage secure boot.

Matching requirements to 
capabilities, claims, and standards
The primary mechanism today leading 
to the component feature “secure boot” 
is a digitally signed software boot image 
verified by the embedded processor  
during the boot process. This process can 
coexist with virtually any software image 
encryption scheme.

Without question, adding a digital  
 signature verification step adds security 
compared to systems with no digital veri-
fication. But to call this system “secure 
boot” prior to examining the verification  
process, and the methodology of employing  

the digital signature and verifying it, 
is not necessarily a genuine claim. It is 
also a nomenclature that does not allow 
for comparing one “secure boot” scheme 
to another to determine which is more 
secure, or which offers more layered 
secure boot features.

Only one major industry group is currently  
focused on setting commercially avail-
able standards for the boot integrity of 
processors and embedded processors: 
the Trusted Computing Group (TCG). 
This international industry consortium 
includes many of the largest providers 
of operating systems and processors; the 
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TCG  consortium is dedicated to creating a 
common non-proprietary standard for 
improving the “trust” level of a user com-
puting environment. This group has signif-
icantly advanced the cause of improving 
the integrity of runtime code execution.

The TCG has developed a common  standard 
called the “Trusted Platform  Module” 
(TPM)[1], which serves to monitor the 
operating kernel within a system, both in 
boot phase and in operation. A Mobile Trust 
Module (MTM) is being specifi ed as well. 
The TPM is designed to digitally sign loaded 
operating system images and determine 

if there has been any tampering in the boot 
phase or otherwise. There has been some 
sporadic adoption and specification of 
more recent versions of the TPM standard, 
 particularly in government systems[2]. 

Using a commercially available open 
standard is usually the most  cost-effective 
approach to implementing new features 
and capabilities, though not always the 
most secure or tamper-proof. Military 
customers favor strong defense-in-depth 
approaches to layered security and redun-
dancy, which often run counter to the cost-
effectiveness goals of open standards.

What “secure” really means 
for products
When engineers at CPU Tech talk 
about “secure boot” in embedded sys-
tems, they defi ne it as a fully encrypted 
boot fi le with multiple levels of encryp-
tion, implemented by a security engineer 
within a controlled environment. This 
involves confi guring the device so that 
it boots only from an encrypted fi le that 
can be matched to the secure  processor 
through a unique hardware ID. This 
process protects the boot code and any 
proprietary information within, man-
ages the boot process through a dedicated 
internal security processor to prevent 
code tampering, and follows boot loader 
guidelines for secure operating systems 
to constrain unknown configuration 
states. These  elements of secure boot can 
be seen in Figure 2. 

End goal: More secure systems
As systems architects are well aware, 
secure boot is not a goal in and of itself. 
The purpose of a secure boot capability is 
to design a more secure overall system, 
where the initialization process and the 
operating code itself are protected from 
tampering and reverse-engineering. No 
system is fool-proof, and so we should 
be cautious and judicious in the use of 
the term “secure boot” in an embedded 
 system design.

The author advocates that embedded 
technology providers and engineers des-
ignate the descriptors “digitally signed 
boot fi les,” “encrypted boot,” “boot code 
authentication,” and “trusted boot loader” 
as separate features in both requirements 
and system specifi cations. Additionally, 
buyers of extremely high-security systems 
might want to specify boot features in 
even greater detail. This will avoid the 
current confusion surrounding the term 
“secure boot,” which is now an abstract 
term referring to a variety of point solu-
tions and features.     
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Figure 2 | Separated elements of secure boot systems
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MIL EMBEDDED: Security for 
military embedded electronics is a 
hot topic these days. What do you think 
is the most serious type of security 
breach in that industry?

ROHATGI: One very strong area of concern 
is the extraction of keys or 
the reverse-engineering 
of sensitive military algo-
rithms using Simple Power 
Analysis [SPA] and Dif-
ferential Power Analysis 
[DPA]. 

These attacks involve mea-
suring and analyzing the 
power consumed by a de-
vice while it is performing 
its normal operations with 
secret keys and algorithms. 
Such passive, noninvasive 
attacks cannot be detected 
or audited by the device. 

MIL EMBEDDED: That makes me 
wonder two things: Which types of 
devices are most vulnerable, and are 
these attacks truly never detected? 

ROHATGI: To answer your fi rst question, 
portable electronics, communications gear, 
and “leave-behind” equipment are the most 
vulnerable: They are easiest for an enemy 
to acquire and access. After  conducting 
the attack, the enemy could eavesdrop 
on military communications and forge 
 command-and-control messages. 

The answer to your second question about 
detection of attacks is that commercial 

systems are regularly attacked using SPA 
and DPA, but these attacks are discovered 
when fraud or crimes are committed with 
the extracted information. In a military 
setting, the enemy will be much stealth-
ier, and successful attacks might not get 
discovered until it is too late.

MIL EMBEDDED: So what are SPA 
and DPA attacks, technically  speaking? 
How are they used to access secret 
information?

ROHATGI: The energy consumed by a 
hardware device depends on the switch-
ing activity of its transistors, which in 
turn depends on the operations it is per-
forming. An attacker who is passively 
measuring a device’s power consumption 
or electromagnetic emissions will recover 
some aggregated and noisy information 
about the sensitive data being processed. 
As I mentioned, SPA and DPA attacks 
use the information available from power 
measurements to extract secret keys from 
a device. 

MIL EMBEDDED: OK, let’s start with 
SPA attacks and go into more depth.

ROHATGI: OK, so in an SPA attack, the 
attacker recovers the secret keys by directly 
observing features within individual power 
consumption measurements. Implementa-

tions that have very different 
power consumption pro-
fi les for different keys are 
most vulnerable to SPA. For 
example, implementations 
of modular exponentiation 
for public-key cryptography 
algorithms such as RSA 
[Rivest-Shamir-Adleman] 
and Diffi e-Hellman may use 
a key-dependent sequence 
of square and multiply op-
erations. And scalar multi-
plication in Elliptic Curve 
Cryptography [ECC] may 
be implemented using a 

key-dependent sequence of double and add 
operations. Such implementations can leak 
the value of the key from a single opera-
tion. [Figure 1 shows the power trace from 
an RSA operation using the key-dependent 
square and multiply sequence.] The square 
and multiply operations have visibly 
different power profi les that are easy to 
distinguish. The secret exponent has been 
recovered from the sequence of squares 
and multiplies.

MIL EMBEDDED: Now that we’ve cov-
ered SPA attacks, let’s delve a bit more 
into what a DPA attack is.

ROHATGI: Right. DPA attacks employ 
statistical techniques over multiple power 

When we in the industry think about military embedded systems power, we typically think about Size, Weight, and 
Power (SWaP) requirements. But a new – and perilous – practice is arising pertaining to mil embedded power: Simple 
Power Analysis (SPA) or Differential Power Analysis (DPA) attacks, which proffer sensitive military algorithms to 
hackers. And these noninvasive attacks are so passive that they can’t be detected by the device until it’s too late. Editor 
Sharon Schnakenburg-Hess’s recent interview with Cryptography Research Inc.’s Dr. Pankaj Rohatgi reveals more 
about this security threat – and how to thwart it. Edited excerpts follow.

On dangerous ground: 
The rise and fall of military systems power
Q&A with Dr. Pankaj Rohatgi, technical director 
at Cryptography Research, Inc.

EDITOR’S NOTE
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... Commercial systems are regularly 

attacked using SPA and DPA, but these attacks 

are discovered when fraud or crimes are 

committed with the extracted information. In a 

military setting, the enemy will be much 

stealthier, and successful attacks might not 

get discovered until it is too late.



consumption measurements to extract 
secrets, even when the information avail-
able within any individual measurement 
is small and masked by other activity and 
noise. The basic concept behind DPA is 
that the overall power consumption is 
correlated to the bits of computational 
intermediates during device computation. 
By focusing on intermediates that depend 
only on a few bits of the key, it is pos-
sible to use power measurements to deter-
mine those bits of key. For every possible 
guess of these key bits, the attacker can 
predict the computational intermediate 
and compute the correlation between 
the power measurements and bits of  
the predicted intermediate. [As shown in  
Figure 2], for a correct guess of these 
key bits, the attacker will observe corre-
lation spikes whenever the intermediate is 
being processed. For an incorrect guess, 
there won’t be any correlation spikes or 
the spikes would be smaller. Once these 
key bits are determined, the same divide-
and-conquer approach can be repeated 
with other intermediates to determine the 
other bits of the key. 

MIL EMBEDDED: So are these attacks 
executed by sophisticated attackers or 
ordinary Joes trying to get ahead? 

ROHATGI: The level of sophistication 
and investment required to perform these 
attacks is quite low. SPA and DPA are 
straightforward to implement and can 
be performed with less than $5,000 of 
 standard lab equipment.

MIL EMBEDDED: What makes a system 
or application most vulnerable to DPA 
or SPA attacks, specifically? 

ROHATGI: All tamper-resistant devices 
and cryptographic algorithms are sus-
ceptible to these attacks if they do not 
contain countermeasures. In our experi-
ence, systems without countermeasures 
are often broken in a matter of hours. 
Devices where the power supply is inac-
cessible remain vulnerable to DPA-like 
attacks on the device’s electromagnetic 
emissions.

The degree of vulnerability depends on 
the ratio of information leakage relative 
to noise. Implementations that perform 
different sets of operations for different 
values of the key are the most vulnerable 
to SPA attacks and may be broken from 
a single power measurement. 

MIL EMBEDDED: You are on record 
as saying that applications utilizing 
FPGAs are particularly vulnerable to 
DPA. Why is that? Are you suggesting 
that military technology should not 
include FPGAs?

ROHATGI: Without countermeasures, 
all forms of silicon, including FPGAs 
and ASICs, are susceptible to DPA. 
 General-purpose silicon such as FPGAs 
and microprocessors receive more 
attacker attention because they are  easier 
to acquire. And by investing time in 
 characterizing the specific leakages pres-
ent in that device, the attacker can target 
multiple systems that use the same FPGA 
or microprocessor. 

Security differences between FPGAs and 
ASICs are relatively minor, however, and 
both technologies will require countermea-
sures for security. Once  countermeasures 
have been adopted, FPGAs offer valuable 
advantages: It is much easier to test and 
refine FPGA designs for DPA resistance, 
and there is the flexibility to upgrade a de- 
sign in the field if a security vulnerability 
is  discovered.

MIL EMBEDDED: DPA attacks are alive 
and well, but how can they be prevented 
or circumvented – or can they?

ROHATGI: Cryptography Research dis-
covered SPA and DPA in the 1990s and 
developed the fundamental techniques 
for securing systems against DPA. 
Defending against DPA is quite feasible: 
Commercial products such as chip-card 
based payment systems routinely pass 
stringent requirements and tests for DPA 
resistance. 

MIL EMBEDDED: So countermeasures 
can be invoked, as you said?

ROHATGI: That’s correct. At a general 
level, the fundamental categories of 
countermeasures to DPA include things 
like leakage reduction. Leakage reduc-
tion includes techniques to make the set 
or sequence of operations independent of 
the key as well as hardware and software 
balancing techniques to reduce variation 
in the power consumption for different 
data. This reduces the leakage-signal 
to noise ratio and increases the number 
of power measurements needed for a 
 successful attack.

Then there’s the noise introduction 
method. This includes techniques for 
 adding different types of noise into the 
power consumption measurements avail-
able to the attacker, thus reducing the 
leakage-signal to noise ratio.

Figure 1 | SPA – Power trace of an RSA exponentiation showing the square and multiply sequence and 
the recovered secret exponent.

Figure 2 | DPA – Correlation of power traces with a predicted intermediate for a correct guess (top) 
versus an incorrect guess (bottom).
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And finally, there are protocol-level 
countermeasures that can be applied 
when there is fl exibility to modify cryp-
tographic protocols used by the device. 
Protocols are modifi ed so that secrets 
can be continually refreshed and updated 
during the lifetime of the device, so that 
an attacker is never able to get suffi cient 
information about any particular secret.

MIL EMBEDDED: So which of these 
countermeasure methods is best  – or 
should they be used in concert?

ROHATGI: Because DPA attacks amplify 
leaked information through signal pro-
cessing, systems generally benefi t from 
using multiple countermeasures. How-
ever, several commercial and government 
security standards require leakage testing 
to determine the overall effectiveness of a 
countermeasure implementation.

MIL EMBEDDED: Where does 
Cryptography Research come into 
the picture?

ROHATGI: There are several labs and 
 testing platforms, including our DPA 
Workstation, which can evaluate devices 
for information leakage and DPA vulner-
abilities. Given the magnitude of the 
threat and the increasing requirements for 
DPA resistance, we recommend that ven-
dors use these or similar testing resources 
to obtain a baseline assessment of infor-
mation leakage from their cryptographic 
device – before the perhaps unimaginable 
becomes an unfortunate reality.      

Dr. Pankaj Rohatgi is Technical 
Director, hardware security solutions 
at Cryptography Research, Inc. Prior 
to joining Cryptography Research, 
Pankaj spent 13 years at IBM, 
conducting research in cryptography, 
secure hardware, systems, and network 
security. Prior to IBM, he was the 
security architect for the OpenTV 
operating system at Thomson R&D labs 
and at a Thomson/Sun Microsystems 
joint venture. He received his Ph.D. 
in Computer Science from Cornell 
University. Pankaj can be reached at 
pankaj.rohatgi@cryptography.com.

Cryptography Research, Inc.
415-397-0123

www.cryptography.com

Another method is obfuscation: By keeping algorithms secret, the attacker is forced to 
perform reverse-engineering along with power analysis. While we do not recommend 
this countermeasure, it is better than having no countermeasure at all.

MIL EMBEDDED: So we’ve got leakage reduction, noise introduction, and 
obfuscation. Have we missed any methods?

ROHATGI: Those wanting to prevent SPA or DPA attacks can also incorporate random-
ness. This includes methods for randomizing the data manipulated by the device in a 
way that still produces the correct result and encompasses techniques such as the mask-
ing or blinding of data and keys. These techniques force the attacker to employ more 
complex attacks, such as higher-order DPA and a larger number of measurements.
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Wireless technologies enable military 
and civilian government operations to 
dynamically interconnect Local Area 
Networks (LANs) quickly and reliably in 
environments where wired connections 
are impractical and cost-prohibitive. This 
connection of LANs over the air  without 
the use of a fixed, wired medium is 
 typically referred to as wireless intercon-
nectivity. Under this umbrella, a number 
of specifi c connection technologies are 
used including radio frequency, micro-
wave, and free-space optics. 

While popular from an operational 
perspective, as mentioned, wireless 
LAN interconnections suffer signifi cant 

 drawbacks when it comes to security. 
As with any open medium, ensuring the 
confi dentiality and integrity of sensitive 
data traveling across these networks is 
of paramount importance, particularly 
in government and military applications. 
These security challenges incurred by 
transmission of sensitive information 
over the airwaves include both passive 
and active attacks. Passive attacks occur 
when perpetrators collect and read sensi-
tive data, whereas active attacks occur 
when perpetrators inject new traffi c and 
network integrity is breached. 

To provide insight into remedying these 
challenges in a government arena, the 

following discussion examines LAN 
operational advantages and associated 
vulnerabilities – and explores Layer 2 
versus Layer 3 alternatives for enhanced 
security.

Wireless technologies for LANs
The proliferation of wireless LAN 
interconnections within government 
and enterprise has come as a result of 
LAN  fl exibility, ease of deployment, 
and cost savings. As alluded to previ-
ously, outdoor wireless interconnections 
over radio frequency, microwave, and 
free-space optic mediums allow system 
architects to connect LANs dynamically 
without having to physically lay cable 

Securing wireless Local Area Network 
interconnections with Layer 2 encryption
By Juan Asenjo

Enabling military and civilian government operations to dynamically interconnect Local Area Networks (LANs), wireless 
technologies are a lifesaver in environments where wired connections are cost-prohibitive or just not practical. However, 
transmitting sensitive information over the airwaves presents security challenges including passive attacks and active attacks. 
Enter Layer 2 encryption, which can effectively thwart these security challenges.
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or  provision a service. In military envi-
ronments in particular, wireless LAN 
interconnections can be established 
and dismantled at a moment’s notice in 
accordance with changing tactical and 
strategic battlefi eld conditions. Exam-
ples of this include forward-deployed 
tactical units and strategic intra-base 
virtual campus topologies such as 
 military clinics and hospitals. A sche-
matic representation of this environment 
is shown in Figure 1.

While providing quick setup and com-
plete ownership of the backbone  wireless 
LAN links, the connections offer no 
inherent level of security. Wireless LAN 
interconnections are vulnerable to inter-
ception, and therefore, must be secured to 
ensure the confi dentiality and integrity of 
the data traveling across them. As a result 
of this vulnerability, the U.S. government 
has developed regulations to mitigate 
the threat of interception and specifi es 
encryption as the preferred mechanism 
for protecting sensitive data. Within the 
Department of Defense (DoD), directives 
DoDD 8500.2 and DoDD 8100.2 mandate 
that Sensitive But Unclassifi ed (SBU) data 
be encrypted using FIPS 140-2 approved 
equipment employing the Advanced 
Encryption Standard (AES) algorithm 
when employing wireless systems. 

In theory, encryption across LANs can be 
done at any of the seven layers defi ned by 
the Open System Interconnection (OSI) 
model for data networking (Figure 2). 
The OSI architecture model defi nes the 
functions and components that establish 
a data connection. Depending on where 
encryption is employed in the layered 
model, the more transparent and there-
fore effective it can become. Higher in 
the model (at Layer 7), specifi c applica-
tions are considered, while at the bottom 
(Layer 1), the general physical medium 

is addressed. Data encryption is gener-
ally done at the frame (Ethernet Layer 2) 
or packet (IP Layer 3) levels.

Layer 2 versus Layer 3: 
Advantages and vulnerabilities 
While the application of encryption 
 technologies to protect LAN interconnec-
tions can thus be made at either Layer 2 
or Layer 3, with the proliferation of the 
 Internet, most encryption devices avail-
able in the market until just recently were 
packet encryptors operating strictly at 
IP Layer 3 using the IP Security (IPsec) 
encryption standard. However, with 
increased traffi c volumes and growing 
use of latency-sensitive applications such 
as voice, video, and multimedia, IPsec has 
shown signifi cant limitations that impact 
operational performance. Given the nature 
of deployed battlefi eld communications, 
Layer 3 interconnections using IPsec 
encryption have proven impractical. 

Also, unlike Virtual Private Networks 
(VPNs) that use IPsec with intricate 
security associations, Layer 2 makes the 
process simple and independent of com-
plex routing tables that add unnecessary 
overhead to the operation. By creating 
“tunnels” across the LANs being inter-
connected, private traffi c is segregated 
and protected on the otherwise open 
medium. 

Figure 1 | Wireless LAN interconnection in a forward-deployed tactical battlefi eld environment

Forward-Deployed 

Battalion LAN 

Deployed Field 

Command Unit LAN 

 ))))))))))))                                                         ((((((((((((  

Layer 7 – Application

Layer 6 – Presentation

Layer 5 – Session

Layer 4 – Transport

Layer 3 – Network

Layer 2 – Data Link

Layer 1 – Physical

Figure 2 | OSI reference model for data 
networking
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Additionally, Layer 2 establishes the 
physical connection between the local 
telecommunication devices and remote 
destinations, and defi nes the data frame 
as the physical transmission medium 
between nodes. Layer 2 connections are 
primarily used for high-speed/high-data 
throughput applications between tele-
communication facilities. When this layer 
is used to connect telecommunications 
facilities on high-speed lines, encryption 
mechanisms encapsulate all higher-level 
protocols crossing the link. 

Delving deeper in our discussion, Layer 2 
encryption typically is performed either in 
bulk where the entire medium is encrypted, 
or in a tunneled mode where only the 
data payload of the Ethernet frame is 
secured. Wireless point-to-point applica-
tions are typically bulk encrypted as they 
usually only connect two discrete sites. 
Applications where a switched network 
is employed use tunneling to maintain 
the frame header information in the clear 
while encrypting the rest of the payload. 

Compared to Layer 3 IPsec encryption – 
which signifi cantly impacts throughput – 
Layer 2 encryption offers the best per-
formance. Ethernet bulk mode yields 
full throughput with no frame expansion. 
 Tunneling typically expands frames no  
more than 22 bytes. When comparing the 

performance offered by Layer 2 encryption 
versus Layer 3, throughput for small frame/
packet size (64 byte – typically employed 
in applications such as voice over IP, video, 
and multimedia) can be improved as much 
as 60 percent versus Layer 2 encryption, as 
illustrated in Figure 3.

Figure 3 | Throughput comparison (Mbps) between Layer 3 IPsec and Layer 2 Ethernet encryption 
(Source: Rochester Institute of Technology)
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Latency, the amount of time needed for 
data to go through an encryption device, 
varies depending on the frame sizes 
utilized and generally decreases as the 
frame size increases. Depending on line 
speeds, Layer 2 tunneling will normally 
vary between 4 and 40 microseconds. 
IPsec, on the other hand, can add milli-
second latencies, severely impacting 
 performance. 

In contrast to IPsec, encryption of the 
Ethernet frame over Layer 2 solves many 
of these challenges, providing line-speed 
encryption with minimum frame expan-
sion and delay. Besides these advantages, 
Layer 2 encryption also eliminates the 
need for complex router and configura-
tion management, and can be deployed 
as a “bump-in-the wire” security  solution 
allowing higher-level protocols to be 
encapsulated within the encrypted 
 Ethernet frame. Because of this charac-
teristic, Layer 2 encryption can typically 
fit within the existing IT infrastructure, 
requiring minimal incremental resources 
and training to operate.

Enhancing LAN security
LANs are known for their ease-of-use and 
quick setup. However, LAN  security is 
only as good as the weakest links that tie 
the wireless network together. Num erous 
protection challenges including strong 
access control mechanisms, intrusion 
detection and prevention systems, fire-
walls, malware removal, and  encryption 
are often employed within LANs.  
However, if these methodologies are not 
 connected securely, tremendous data 
compromise and interception vulner-
abilities will result. 

However, there is hope. Deployment of 
wireless LAN interconnectivity using 
Layer 2 cryptography allows govern-
ment, military, and civilian organizations 
to implement robust (meaning: secure) 
encryption quickly and with minimal 
network disruption, while typically pre-
serving current investments. Layer 2 also 
enables military organizations to protect 
sensitive information exchanged across 
wireless LANs without affecting opera-
tional performance. To meet security 
requirements and reduce overall network 
complexity, wireless LAN interconnec-
tions operating at speeds up to 10 Gbps 
using Layer 2 security are becoming 
increasingly popular.       

Juan Asenjo is a Senior Product Marketing Manager at  
Thales e- Security, where he manages the company’s network 
security product line. Juan has worked in the information 
security field for 24 years, including more than 10 years in 
government and military environments. He has degrees in 
Engineering and Business, and is a Certified Information System 
Security Professional (CISSP). Juan can be contacted at  
Juan.Asenjo@thalesesec.com.

Thales e-Security  
954-888-6200 

http://iss.thalesgroup.com
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Guest opinion: 
Solid state security – A potential threat
By Mark Downey

History has proven that an effective strategy for protecting the security of information is 
one of the most critical factors in wartime success. When it comes to solid state information 
storage, the biggest threat to security might reside in the technology and manufacture of 
the storage device itself. Reliability is also imperative in ensuring information integrity – 
and ensuring warfi ghter safety.
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Defense and aerospace applications such 
as rugged computing and mobile data 
acquisition systems were among the 
first to utilize solid state storage technol-
ogy. This adoption leadership was real-
ized because designers in these  markets 
understood the harsh environmental  
survivability benefits of solid state tech-
nology when compared to mechanical 
hard drives – and decided solid state 
was worth the price premium. Solid 
State Drive (SSD) developers then began 
creating innovate SSD technologies in 
response to the defense market’s values, 
requirements, and priorities. Thus, the 
door for implementation of solid state 
storage technology was opened wide, and 
myriad benefits ensued. 

As time marched on, development cycles 
continued to turn out SSD technologies 
that reflected the defense and aerospace 
 market’s desires. These SSD wares also 
positioned the U.S. military with the 
unsurpassed storage systems that we have 
come to appreciate and value. However, 
the recent explosion of SSD technolo-
gies into more commoditized, commer-
cial applications has disrupted this trend, 
stealing the focus away from the defense 
and aerospace markets in exchange for 
the handsome prospects of larger markets. 
The pricetag: A downturn in SSD security 
and reliability that could put our nation’s 
information – and warfighters – at risk.

The way it was
Throughout the ’90s, design engineers 
developed system technologies for de - 
fense and aerospace applications and 
garnered the full attention of the many 
SSD developers. By being the most  
significant adopters of the technology, 
defense industry needs came first and 
helped to mold and define development 
goals. Most SSD providers were rela-
tively small companies and would readily 
go the extra mile to customize or design 
harsh-environment, ruggedized products 
needing to fulfill specific security and 
reliability requirements. However, over 
the past few years, SSD production has 
begun to explode in both the enterprise 
and notebook markets, in turn forever 
changing the SSD provider marketplace. 

The way it is
Today, military systems designers are 
faced with a different paradigm. No  longer  

do they define the storage requirements 
they would like to see from the SSD 
providers, but rather they must settle for 
what might or might not be available. 
They find themselves wading through a 
large number of SSD technologies, most 
of which hold hidden risks or subtleties 
that might be difficult to discern:

How is the SSD actually tested? ��

Will the device meet the specification ��

over the entire life of the product? 

Will it survive extended temperature ��

operation and if so, for how long?
How will obsolescence or life-cycle ��

changes be managed? 

Program requirements continue to push 
cost savings and, therefore, the use of 
Commercial Off-the-Shelf (COTS) prod-
ucts, further complicating the already 
cumbersome decision process. Today, 
more than ever, directives are often based 
on what is available rather than what is  
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possible. Designers find themselves 
working to solve problems associated 
with using commercial-environment 
products in a harsher and more security-
critical defense and aerospace environ-
ment where reliability is key (Figure 1). 
Typical questions might include: 

How does one make this Serial ��

Advanced Technology Attachment 
(SATA) connector work in a 
high-vibration and high-shock 
environment?
Is this reliability information really ��

valid at industrial temperatures? 
Can one get an SSD built with ��

high-grade fl ash devices that are 
burnt-in to ensure a higher level 
of fi elded reliability?

The bottom line is that it is becoming 
increasingly more diffi cult to identify an 
SSD manufacturing partner willing to 
address these real technical challenges, 
never mind one whose original design 
intention embodies the reliability and 
security priorities that mission-critical 
environments demand. 

Security threat
One confl ict evolving with this recent 
trend relates to the topic of security. As a 
primary requirement for successful adop-
tion, the larger and more dominant SSD 
markets continue to pressure providers for 
lower costs. To meet these reduced costs, 

trade-offs are made that can threaten over-
all security in military applications. Price 
pressures might force SSD manufacturers 
to utilize non-U.S. designers and labor, 
resulting in potential security risks for 
U.S. DoD and U.S. military applications 
that might go unrecognized.

SSDs are constructed around a  controlling 
management device, often a proces-
sor, which also contains fi rmware. This 
construction makes them susceptible to 
certain types of attacks if proper precau-
tions are not taken. These attacks might 
be subtle, only preventing the erasure 
of critical data in times of duress – or 
they might allow some master key to be 
used, permitting an enemy to extract en-
crypted data without the original key. 
Thus, maintaining control over security in 
tomorrow’s warfi ghting systems becomes 
more challenging, yet increasingly urgent 
and essential. Data is moved and stored 
throughout networks like never before, 
and the storage element of the overall sys-
tem is one of the most vulnerable areas. 
The question of securing this storage 
effectively must remain in the crosshairs 
of design priorities and cannot be ignored 
or traded to save a few dollars. Security 
remains of paramount importance and 
must not be diminished. 

How does one accomplish world-class 
security with products that are sold 
 globally? Is it even possible? Isn’t 

 “standardized security” akin to “fat-free 
oil”? Standardization is important, as 
long as we fi nd a way to maintain secu-
rity; where conflicts arise, one must 
choose security. Pentagon spokesman 
Bryan Whitman in a recent press con-
ference warned, “As you develop those 
[technologies], you have to be mindful 
of how the enemy can counteract any 
technology you have. That’s why you 
always have a constant review process in 
place to not only improve that  capability, 
but address any vulnerability it may 
have.” His statement preceded a discus-
sion of a security breach of the unmanned 
 Predator drones used in Afghanistan and 
Iraq. Shi’ite fi ghters in Iraq used open 
market software costing less than $26 to 
intercept and monitor video feeds from 
U.S. drones. 

Such incidents demand attention and 
require consideration as a threat to war-
fi ghter network security. How does one 
place a value on, or defi ne a cost target 
for, security? Designers must be aware of 
these risks and consider that SSD choices 
will continue to be infl uenced by the 
requirements of the larger enterprise and/
or notebook markets.  

Reliability threat
Along with security, a second area of 
defense industry concern regarding 
SSD technologies is reliability. While 
many have had a PDA or laptop freeze 
up at an inopportune time, the potential 
consequences of that kind of malfunc-
tion can be disastrous for the warfi ghter. 
The soldier under fi re in the mountains 
of Afghanistan would not want to know Figure 1 | The potential consequences of an SSD malfunction in military applications can be disastrous.

“   The question of 

securing this storage 

effectively must remain 

in the crosshairs of 

design priorities and 

cannot be ignored or 

traded to save a few 

dollars. ”
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that the SSD on which he is relying 
has components designed for use in an 
air-conditioned computer lab – or that 
design trade-offs were made such that it 
could meet the $150 price point required 
for sale into the soon-to-be explosive 
Netbook markets of India. The implica-
tions of using commercial-grade SSDs 
in military applications designed for 
such disparate markets could be tragic 
 (Figure 2).

A call to action
So what is the answer to this perplexing 
paradigm? Government agencies and 
the private sector must work together to 
establish clear and defi nable safeguards 
against such evolving SSD security and 
reliability risks. Price pressures will con-
tinue to dominate the decision process 
until something tragic triggers a reactive 
response in the supply channel. 

With the shift of attention away from 
military/aerospace requirements comes 
the risk of settling for mediocrity in solu-
tion sets. Both reliability and security 
are at risk of being watered down or lost 
with the disruptive, commercially driven 
changes in SSD development. The warf-
ighter in the fi eld will no longer be get-
ting the best of what one can design for 
them, but rather the closest fi t of what has 
been designed for other more dominant 
markets. Although this might appear as a 

subtle difference today, given suffi cient 
time and product design cycles, the tech-
nology gap between would have been and 
what is will certainly expand.        
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Figure 2 | There are problems associated with commercially designed SSDs used in security-critical 
defense and aerospace environments, where reliability is key.
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New European program exhorts nano 
fl uids to teach systems how to “be cool”
Interview with David Mullen, NanoHex project director 
and mechanical engineer at Thermacore

EDITOR’S NOTE

No one’s really 100 percent certain why the heat capacity of nano fl uids is so much higher than other cooling fl uids, 
but the fact is: They’re really cool for hot electronics. They can offer up to a 350 percent cooling improvement over 
conventional coolants. But manufacturing nano coolants is slow, and the European Commission (EC) is looking for 
ways to ramp production and bring down the price. The avenue: the NanoHex nano cooling fl uid project, headed 
by David Mullen of Thermacore, whom editor Chris Ciufo recently interviewed to get the whys and wherefores. 
Edited excerpts follow.
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MIL EMBEDDED: Let’s start with a brief overview of what Thermacore is and what 
it provides.

MULLEN: OK. Thermacore is a global company with corporate headquarters in  
Lancaster, Pennsylvania that specializes in advanced thermal solutions. However, 
I work for the Thermacore Europe subsidiary in the United Kingdom. Thermacore serves 
a  variety of OEM applications across a diversifi ed set of global markets that include 
 military/aerospace, medical, computers, communication, energy conversion, power 
electronics, and government. 

Essentially Thermacore’s core technology is based on heat pipes and heat pipe  assemblies, 
but we also offer other thermal solutions such as liquid-cooling cold-plate components 
and systems, enclosure heat exchangers, and complex vacuum brazing heat exchangers. 
Thermacore has specialized in the development and application of heat pipe technology for 
more than 40 years, and our new NanoHex nano fl uid coolant program [www.nanohex.eu] 
is hopefully going to allow us to extend liquid-cooling technology as well. 

MIL EMBEDDED: Can you explain briefl y how a heat pipe works, and how or when 
you implement them?

MULLEN: Sure. Essentially a heat pipe is a heat superconductor. A heat pipe utilizes two-
phase heat transfer to passively [no external energy] and effi ciently move heat from a 
concentrated area and transfer it to a remote area where it can be removed to the external 
environment through natural convection, forced convection, or radiation.  Thermacore’s 
engineering services include design using CFD [Computational Fluid Dynamics] 
 analysis, Finite Element Analysis (FEA), as well as development and prototyping, and 
product qualifi cation. Many of our customers come to Thermacore late in the design 
stage after they have discovered a thermal problem within their system. Obviously, the 
late-design stage challenge restricts us a little, though, and we prefer to be involved in 
the initial concept stages of the electronic or system design.

MIL EMBEDDED: OK so switching gears, let’s talk about your recent announcement of 
the NanoHex project. Set the stage for that, if you would, please.

MULLEN: Thermacore Europe has an ongoing program of recruiting PhD students, and 
then about 90 percent of those will be taken on as engineers by Thermacore after gradu-
ation. So we’re in quite a good position to take on forward-looking technologies. And 
liquid cold plates is one area that we want to try and improve the thermal technology. 

Within Europe, there is a program called a framework program, funded by the  European 
Commission [EC] to enhance the EU’s technical base by targeting  technologies in 
 European companies. The EC had identifi ed 53 billion euros to invest in new  technologies. 
So we learned that one EC “call” [meaning, a project bid request] was to upscale manu-
facturing on nano technology. 

So we decided to, along with a few academic institutions with which we already had 
contacts, set up a project to target this particular call to develop nano fl uid coolants. 

What the EC would like us to do is to take 

promising laboratory-based results, which can 

only produce perhaps a few kilograms of nano 

fl uid coolant currently, and upscale that to create a pilot 

line to result in the eventual manufacture of a few 

tons of nano fl uid coolants.



MIL EMBEDDED: When was all this, and how much was the 
fi nal price tag?

MULLEN: Let me put it this way: After three years, we won the 
NanoHex project from the European Commission. We believe 
if it’s not the biggest, it’s at least one of the biggest nano tech-
nology projects in the world. The EC funded it with 6.1 million 
euros, with additional contributions from our partners making 
it an 8.3 million euro project. The project actually started on 
 September 1 of last year and will run for 3 to 3.5 years. 

MIL EMBEDDED: Can you describe what the NanoHex 
project entails?

MULLEN: The original call was to upscale the production of 
nano technology, and in our case that’s nano fl uid coolants. What 
the EC would like us to do is to take promising laboratory-based 
results, which can only produce perhaps a few kilograms of 
nano fl uid coolant currently, and upscale that to create a pilot 
line to result in the eventual manufacture of a few tons of nano 
fl uid coolants.

MIL EMBEDDED: So the challenge is manufacturing, which is 
a surprise to me. What are the additional end goals?

MULLEN: Beyond manufacturing a pilot line and producing a 
few tons of this material, per the EC’s directive, we also need to 

sell and commercialize the nano fl uid coolants: The EC wants to 
see that we’re looking at even more opportunities in the indus-
try that might be a fi t for using the fl uid. So, within the project 
we’ve identifi ed two main areas: data center cooling and traction 
 control IGBT cooling. 

MIL EMBEDDED: Any other areas for possible usage, beyond 
those two?

MULLEN: One of the key technologies we’re targeting for the 
nano fl uid coolant is housed within data centers, where there is an 
ever-pressing need to reduce energy costs. Predominantly, energy 
is used to cool the servers or cool the environment in which they 
work. What we hope to offer the data center is nano fl uid cool-
ants with up to a 350 percent improvement when compared to a 
traditional coolant. We hope to utilize it in the data centers’ hot 
spots within cabinets, and to provide some exceptional cooling 
that will ultimately lead to reduction in energy costs, perhaps 
even increasing the actual server’s density so that we can even 
look to reduce the overall size of the data centers. There are lots 
of possibilities.

MIL EMBEDDED: Can cooling racks of equipment reduce the 
energy consumed by the servers, or would it reduce the energy 
used in cooling the servers themselves?

MULLEN: Predominantly, it’s the energy used in cooling the 
servers.

MIL EMBEDDED: I see. So the servers are still going to 
consume what they consume but you could reduce the amount 
of cooling required because you’re putting it right where it 
needs to be.

MULLEN: Yes. And our technology goes even a step beyond 
that because we want to take the nano liquid coolant directly to 
the chip. So it’s taking the heat directly from the chip or any 
other component within the server blade, out – and then per-
haps into a heat exchanger on the cabinet and then to a heat 
exchanger  outside the building. It could even then be used, as 
some  people have started to use the coolant, to heat their offi ce 
space, for example.

MIL EMBEDDED: With a heat exchanger, you take the hot 
air out of the data center and then route it into the rest of the 
offi ces of the building?

MULLEN: Not the air. What we’re doing is taking a nano fl uid 
coolant and circulating that around a data cabinet where the serv-
ers are, taking more heat out because of the extra performance 
we can get from nano fl uids, into a heat exchanger on the back of 
the cabinet. And then more coolant, not air, would take that heat 
energy outside of the building via a heat exchanger.

MIL EMBEDDED: What’s the practical distance of that, within 
the building itself? 

MULLEN: Data centers can vary in size from half a football pitch 
to even four football pitches or the size of a small offi ce block. 
But a lot of data centers have been built with the infrastructure 
to support liquid cooling underneath the fl oors. Pipe works are 
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 generally already there. So we’ll be utilizing what’s already 
there to take the heat from the processor within the server cabi-
net to the heat exchanger or to that pipe or that infrastructure that 
already exists.

MIL EMBEDDED: Is the nano cooling fl uid proprietary, 
patented, standard materials, or what?

MULLEN: It’s not proprietary. It’s patented by a couple of the 
partners within the project. There are 12 project partners in total, 
many academic and several industrial. We have two partners – 
a UK company called Dispersia and also ITN Nanovation in 
 Germany – who already produce nano fl uid coolants on only a 
laboratory scale. They employ two different techniques of pro-
ducing nano fl uid. So if we fi nd one is too risky to upscale, we’ve 
always got an alternative. But at the moment, both technologies 
appear feasible in achieving the pilot lines.

MIL EMBEDDED: What are the technical challenges in 
producing the fl uid itself? 

MULLEN: One challenge is in the manufacturing, that is, the actual 
particle conditioning and also coating the particles’  surfaces to 
create a nano fl uid coolant where the particles don’t agglomer-
ate. That way, they remain very stable and very  dispersed within 
the actual base carrier fl uid. Another challenge is to upscale the 
fl uid and be able to repeat what we see in the laboratory at an 
industrial level. 

And the fi nal challenge is to turn the nano fl uid coolant into 
something that can be used, so we’re looking to develop very 
advanced cooling devices because the condition of the fl uid 
as it fl ows through these heating devices is very, very critical to 
its performance. 

Lots of people have done work on nano fl uid, but nobody under-
stands the fundamentals of how it transfers that heat, which is 
what has primarily hindered a lot of nano fl uid development 
worldwide. We have a good knowledge, and a certain part of the 
project entails understanding that mechanism of heat transfer and 
developing very specifi c transfer devices or cold plates that can 
harness that.      

David Mullen is a Senior Research and Development 
Engineer at Thermacore Europe Ltd. Since 1987, he has 
worked in a number of senior engineering capacities and 
is a chartered member of the Institution of Mechanical 
Engineers. Predominantly, he has specialized in engineering 
project management, including a number of multimillion-
dollar projects. NanoHex, which David will be coordinating, 
represents a signifi cant opportunity to develop an advanced 
thermal solution to reduce energy usage around the world. 
He can be contacted at d.mullen@thermacore.com. 

Thermacore
+44 (0) 1670 859518

www.thermacore.com

For more information on the NanoHex project, go to www.nanohex.eu.
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Editor’s note: Military Embedded Systems is “hip” to the whole Web 2.0 social networking revolution. While we 
don’t know which of today’s buzzy trends will last, we’re going to start including links to vendors’ social networks, when 
provided. You can also reach us on Twitter, Facebook, and LinkedIn ... and that’s just for this week. Next week there’ll 
undoubtedly be more new sites.

“Hardcore” liquid-submersed workstation goes and goes ...
When those internal components’ temperatures go up, system performance goes down. Such is the natural order of the embedded electronics 
world. However, Hardcore Computer, Inc.’s new Detonator workstation, cooled by liquid submersion methodology, is designed to crush the natural 
order. Praising liquid submersion for its performance levels as compared to air cooling, Hardcore states that its Core Coolant, used in the process, 
“is 1,350 times better than air, by volume, at heat removal” to provide what they say is improved reliability of 24/7/365.

Ideal for compute- and GPU-intensive applications such as military programs, simulation, real-time situational awareness, CAD, and digital content 
creation, the Detonator gets its power from up to two 5500 or 5600 Xeon processors. The workstation also includes optimized data pathways 
and the Intel 5520 chipset on a purpose-built motherboard. Other notables include 4x DDR3 slots for each CPU; 2x 1.0 Gbps LAN; 3x 3.0 Gbps 
SATA II slots on the motherboard for up to 3x 2.5" internal SSDs; 4-drive RAID 0, 1, 5, or 10; or 5-drive RAID 0, 1, or 5. The Detonator also 
has a Creative Labs X-Fi audio processor (20K2) enabled, in addition to Dolby 7.1 audio sound.
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Bumps in the night are no problem for TabletPC
Protecting data from things that go bump in the night – or during the day – is the recently upgraded E100 fully rugged TabletPC from 
Getac Inc. Designed to meet both IP65 and MIL-STD-810G specifications, the 3 lb TabletPC is well-protected against water, dirt, vibration, 
weather extremes, and many other harmful-to-electronics variables. It is also intended as an all-in-one ware, eliminating the need for 
numerous handheld devices for in-field warfighters and personnel in any out-in-the-field industry. And for times when the sun is shining 
relentlessly on soldiers or industrial workers just trying to get the job done, E100 provides an 800 NITs sunlight-readable display to ease 
viewing and speed workflow.

But that’s just the beginning. Things new and improved by Getac this time around include a faster 1.6 GHz processor, along with a solid state drive and expanded storage capacity. 
Users will also appreciate the new embedded backup battery, which facilitates spare battery hot-swapping. The real benefit to users is that they don’t have to shut down the TabletPC when 
they replace the battery packs, and yet all data is preserved. Additional plusses of the E100 include its RS-232 serial port, Giga LAN and Bluetooth 2.0, 812.11a/g/n wireless LAN, and 
optional 3G Network connectivity and/or dual smart card readers. Getac can also lend its “build to order” services to render a portable dual-battery charger or vehicle dock.
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ISR subsystem makes things a lot easier
Wouldn’t life be easier if engineers could just put an entire already-made subsystem into their design and move on, exponentially 
speeding development time and ease? Sounds too good to be true, but that’s precisely what Mercury Computer Systems, Inc. 
is offering in the form of its OpenVPX (VITA 65)-based ISR subsystem. The subsystem, already deployed in an unnamed rugged 
platform, is crafted to execute Processing, Exploitation, and Dissemination (PED) within the ISR realm. After all, this is just the sort 
of “high-end” image- and signal-processing subsystem that deployed warfighters need to heighten their own situational awareness 
and provide the parallel data stream computing capabilities paramount to mission success.

The ISR subsystem’s primary enabler is Mercury’s Ensemble 6000 Series GSC6200 OpenVPX-based GPU processing module. 
Not only does the OpenVPX form factor make the subsystem wide open for compatibility in cutting-edge rugged defense systems, but GPU incorporation also renders some strong 
SWaP advantages. GSC6200 features the MxM GPU form factor to expedite ATI or NVIDIA GPU integration or upgrades. Not only that, the ISR subsystem uses open standards-based APIs, 
simplifying the process of mixing and matching with other wares. 
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XMC card doubles the span of memory lane 
As the years march on, memory shortcomings become increasingly prevalent in human beings. But thank goodness that the 
technologies spawned by the embedded computing industry are just the opposite: As time forges on, technology steps up and 
provides increasingly more advanced memory capabilities – even up to twice as much. Case in point: Curtiss-Wright Controls 
Embedded Computing’s (CWCEC’s) MM-6171 buffer memory XMC card, which the company reports as having stepped up its 
game from providing 4G to 8G memory for rugged air- and conduction-cooled mil apps such as image processing, SIGINT, and 
radar, for example.

Not only that, MM-6171 is designed to render volatile, deep storage capacities, and its two primary advantages and enablers 
are: 1) High-speed and faster bidirectional bandwidths enabled by serial fabric interfaces such as x4 Serial RapidIO or x4 PCI Express; and 2) Memory connection to high-speed signals 
via a Virtex-5 LX110T FPGA sitting on the memory card and interfacing to DDR2 of 1 to 2 GB, with 720 bit-wide memory arrays, a data path of 64 bits, and ECC. [Note that the FPGA is 
used as a memory controller only and is not intended for hosting User Programmable Logic (UPL).] Beyond the FPGA, the MM-6171 additionally sports a full-featured DMA engine, and 
a VxWorks 6.x device driver is available.
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Editor’s Choice Products are drawn from OSM’s product database and press releases. Vendors may add their new products to our website at http://submit.opensystemsmedia.com and submit press releases at 
http://submit.opensystemsmedia.com. OSM reserves the right to publish products based on editors’ discretion alone and does not guarantee publication of any product entries.

Will the real automatic target tracker please stand up?
Clutter might be a nuisance in the kitchen or conference room, but it’s even more imperative to clean it up when we’re talking about 
video imaging used for target tracking and detection. Of course, atmospheric challenges such as dust and fog will always be there, but 
those are no problem for GE Intelligent Platforms’ spruced-up ADEPT5000 multi-target video tracker series. Now sporting improved 
algorithms and processing power, in addition to precision platform dynamics, better optics, and higher-resolution sensors, the rugged 
ADEPT5000 multi-target video tracker can distinguish decoys and spot coordinated evasive maneuvers involving multiple targets. 
Obscured targets are no problem either, and ADEPT5000 also aids operators in assessing target priority. 

The 54 gram device, designed for military and aerospace electro-optical applications and typically consuming a miniscule 8 to 12 W, utilizes open standards form factor carrier cards 
to ease integration: 3U VME, 6U VME, 3U VPX, PC/104, and PCI Express. Off-the-shelf PC development tools additionally boost productivity, and graphics rendering affords clear outputs. 
Digital video input includes GigE Vision, CameraLink, HDSDI, and DVI-D. Meanwhile, analog video input comprises NTSC, RS170, PAL, or CCIR. Sensor format auto-detection, context-based 
settings, and fast-start application modes also decrease development man-hours.
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Tiny DC-DC converter goes on power trip
Able to conquer a threefold mission in a single bound, Picor’s PI3101 Cool-Power DC-DC converters render output regulation, 
voltage transformation, and isolation all inside a Power-System-in-Package (PSiP) package measuring a mere .87 inches (l) x 
.65 inches (w) x .27 inches (h). The PI3101 renders point-of-load isolation and conversion, which in turn eliminates an overall 
electrical efficiency-degrading stage. And it doesn’t end there … Designed for an input voltage range of 36 V to 75 VDC, the PI3101 
is suited to high-speed server platforms, Power-over-Ethernet, and wireless infrastructure and networking/communications applications 
such as those used by Command and Control or even DoD offices. 

Output includes a regulated 3.3 V at up to18 A output current. The device also stands steadfast in the midst of input voltage transients 
up to 100 V for 100 ms, in addition to providing input-to-output isolation of 2,250 V. Another plus of the PI3101, which boasts up 

to 87 percent efficiency, is that it can reduce real-estate usage versus discrete-based or sixteenth-bricks designs by 50 percent. Additionally, system designers can position any necessary 
isolated voltage “at the point-of-load virtually anywhere it is needed.” This is true while 48 V is available, and is not contingent upon bus architecture topology. With switching frequencies 
faster than 1 MHz, PI3101also renders under-/over-voltage lockout and dual current limit threshold plus programmable features such as soft-start capability, temperature monitoring, and 
±10 percent output voltage trimming.

*
V�À]Ê>ÊÃÕLÃ
`
>ÀÞÊ�vÊ6
V�ÀÊ
�À«�À>Ì
��ÊUÊ,-
�Ê{xÓ	ÇÊUÊÜÜÜ°«
V�À«�ÜiÀ°V��

EMI won’t blow a gasket
Electromagnetic Interference or EMI (aka RFI or Radio Frequency Interference) can be annoying when it affects devices such 
as consumers’ cell phones or televisions. But EMI’s presence in military embedded electronics can prove deadly or disastrous 
as it degrades, obstructs, or interrupts electrical circuit performance. We’re guessing these issues were what motivated 
Leader Tech engineers to develop the TechMESH knitted wire gasket, designed to serve as a high-attenuation EMI shield for 
military-grade enclosures. 

Why talk gaskets though, you ask? Perhaps more “vanilla” than some of the other splashier and flashier components of 
military embedded systems, gaskets such as these are absolutely critical in many DoD systems’ performance. And the TechMESH 
gasket does indeed enhance interference-free, high performance levels: It offers EMI H-field shielding up to 80 dB and E-Field 
shielding up to 130 dB. And TechMESH doesn’t always have to be configured the same old way: The gaskets are available in elastomer or all-mesh incarnations in aluminim, monel, 
or tin-plated copper-clad steel materials. And you get it your way in yet another way: TechMESH can be vended by cutting to customers’ exact requirements or provided on 25-foot spools.  
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Virtex-6 FPGAs just got a whole lot easier
The military embedded signal processing arena, like all embedded technologies, is constantly “evolving.” Of course, that’s code for: 
“Companies have to spend a lot to keep up with the times.” Using reprogrammable FPGAs in DSP applications can help companies 
stay on the cusp of technology by saving some hardware expense, but the programming and development costs associated with 
FPGAs can be high. That’s undoubtedly why Avnet, Inc. created its Xilinx Virtex-6 FPGA DSP Development Kit. Geared toward military, 
wireless, instrumentation, and many other compute-intensive applications where high-performance DSP is a must, the kit is part 
of the Xilinx Targeted Design Platform for DSP. The kit comprises Virtex-6 FPGAs, DSP IP, a scalable development board, cables, 
documentation, and DSP development tools. The kit is even touted to offer up to a 10x productivity boost.

Meanwhile, the kit’s key offering is its Virtex-6 DSP Targeted Reference Design, which conceptualizes DSP design flows and methodologies for Virtex-6. The Digital Up Converter (DUC)/
Digital Down Converter (DDC) Targeted Reference Design gives users the how-to’s for advanced features including time division multiplexing, clock over sampling, and DSP48 slice utilization 
for high performance. Since it is based on MATLAB and Simulink, the Targeted Reference Design comprises a familiar environment sans RTL. But designers knowledgeable in RTL can also use 
the Targeted Reference Design’s ISE Design Suite and LogicCore DSP IP. Other highlights include testbenches, design synthesis parameters, and Simulink and RTL design source files.
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Crosshairs Editorial
Can bio-science 
grow in military 

applications?
By Chris A. Ciufo, Editor

A recent FORTUNE Magazine article described Hewlett-Packard’s 
(HP’s) Central Nervous System for Earth (CeNSE) network 
consisting of a trillion tiny Micro-electromechanical Systems 
(MEMS) scattered around the Earth. The tiny sensors, bundled 
with wireless transmitters, are envisioned to collect vibration and 
motion in soil, on buildings, and in any geographical location 
where scientists want to collect data. Petrochemical companies 
(such as Shell Oil) and seismologists looking for the next Big One 
have expressed interest in these sensors, cheaply manufactured in 
huge volumes originally for HP’s inkjet printers. One can  easily 
imagine use in military applications for monitoring runways, 
no-go interdiction zones, or in perimeter defense – a smaller 
and less costly alternative to radar, IR, or even CCTV sensors, 
which all require operator intervention or sophisticated embedded 
computers to interpret sensor events.

So I got to thinking: Like the HP MEMS, can COTS bio-sensors 
benefi t the warfi ghter or DoD, or fi nd utility in any homeland 
security application? I’m not sure, but here are some examples of 
the “precision plant measurement” instruments manufactured by 
Camas, Washington-based CID Bio-Science (www.cid-inc.com). 

Leaf area meters
Look out your window and you’ll see that leaves vary in size, 
shape, thickness, and color. And thinking back to your high school 
biology class, you’ll recall that a plant’s leaves convert sunlight 
into food energy while emitting healthy oxygen back to the envi-
ronment. When determining a plant’s overall bio-structure and 
health, scientists need to know the total area of a plant’s leaves. 
But what on Earth would you measure that with?

CID’s handheld laser leaf area meter and similar (guts-wise) 
portable laser leaf area meter use a 650 nm laser diode  scanner 
element to easily identify and calculate leaf area (versus the non-
leaf background). For the portable device, simply pulling a leaf 
through the handheld wand measures area, width, perimeter, 
shape factor1, and aspect ratio. Resolution up to 0.025 mm2 at 
+1 percent with a scanning rate of 127 mm/s (palette version) or 
0.01mm2 at 200 mm/s (wand) provides reasonably  high-resolution 
images and area accuracy of fi ne-veined leaves and even ever-
green needles. 

How might these battery-operated instruments be used in  military 
applications? When I asked the engineers at CID, they really had 
no idea. (They’re biologists after all.) But while perusing the 
DARPA website, I saw a number of R&D sensor programs that 
seem related to this kind of instrument. For example, sensors that 
monitor a soldier’s or Marine’s health might measure hair thick-
ness or skin surface area. It’s possible that measuring the amount 
of Nuclear, Biological, Chemical (NBC) agent on the skin could 
give a prognosis to those exposed to hazards. A leaf area sensor 
could easily be used to measure body hair or skin – and feed that 
information in as part of an overall prognosis.

As well, these instruments can measure any kind of area “stain” – 
from blood or chemical residue on a briefcase to oil washed 
onshore and clinging to saw grass in the Gulf of Mexico. And it 
seems to me that cheaply measuring ammonium nitrate  residue on 
objects might provide advanced warning of bomb threat material. 
Sure, fancy spectrographic analyzers and gas chromatographs 
easily provide chemical concentration charts, but they aren’t 
handheld and surely aren’t cheap. 

Digital root imager
A derivation of the leaf imager, the in situ root imager slides 
into a clear tube in the ground and non-destructively measures 
plant roots and other buried objects. For botanists, this applica-
tion showcases a plant’s health by examining the root structure 
 without having to yank the plant from the earth. The 360-degree 
scanning sensor records full-color images at 1,200 dpi, with a 
21.6 x 19.6 cm image containing up to 188 million pixels.

In military applications, one could envision using a similar 
 application to look for visible objects in soil, liquid, or other 
hard-to-reach places where a low-light video image would record 
results poorly versus a laser-scanner-based imager. As before, 
ground-penetrating radar or sonar also provides non-destructive 
(though only indirectly representative) object images. But porta-
bility and sheer low cost might make the digital root imager much 
more appealing and deployable to warfi ghters hunting for IEDs 
or other paraphernalia.

Digital plant canopy imager
This last device is pretty unique, though I struggle to fi nd direct 
applicability in military applications. Using an upward-looking 
Pentax fi sh-eye 150-degree wide-angle lens on a simple free-
wheeling gimbaled boom-based video camera at 768 x 494 pixels, 
sophisticated software interprets overhead forest canopy images 
and calculates the area of coverage and other biological metrics 
including Leaf Area Index (LAI) and Photosynthetically Active 
Radiation (PAR) levels. I think the magic here is the COTS 
software that digitizes and manipulates captured images based 
upon a simple azimuthal and zenith angle entered by the opera-
tor. Sunshine that makes it through is counted as “not canopy,” 
and color shades can be interpreted as vertical canopy density. 
The gap-fractional inversion procedure algorithm is at the heart 
of this system, providing an amazingly accurate estimate of 
canopy coverage2.

How might this apply to defense applications? Looking for 
patterns in clouds or aerial formations perhaps? Passively estimating 
vertical distances without signal emanation? Performing ceiling 
tile reconnaissance? I’m interested in your ideas about these three 
technologies – and I’ll publish them. Let me know.

Chris A. Ciufo, Editor
cciufo@opensystemsmedia.com

1  Shape factor = ratio of area to perimeter. Aspect ratio = ratio of length to maximum leaf width.
2  Courtesy info from CID: J.M. Norman and G.S. Campbell (1989) Canopy Structure. In: Plant Physiological Ecology: Field methods and instrumentation. (eds. R. W. Pearcy, J. R. Ehleringer, H. Mooney, and 

P.W. Rundel), Chapman & Hall, London and New York, pp. 301-325.
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